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The Parents Guide to
Internet Safety, Security
and Screen Time for Kids
The ultimate guide on how to talk to your kids about screen addiction,
cyberbullying, safe messaging, self esteem, smartphones, tv, video games,
cybercrime and more.

It’s getting harder and harder for our kids to just be kids.
Smartphones, TV, video games, social media and the Internet as a
whole is quickly consuming the lives of our kids by getting in the
way of real life and the enjoyment of their childhood. And it’s
starting much earlier than recommended:
9 months is the age kids are starting to watch TV, when 18
months is recommended
10 is the age kids are getting their first phones, when 14 is
recommended
11 is the age kids are getting on social media, when 13 is
recommended
This guide will give you the information you need to educate
yourself, give you the conversation starters you need to break the
ice and give you the tips you need to raise your kids in the digital
age so they can get back to enjoying their childhood.

This guide is broken up into four
sections
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Section #1 – Benefits and concerns of
technology
How to talk your kids about screen addiction
How to talk to your kids about cyberbullying
How to talk to your kids about safe messaging
How to talk to your kids about self-esteem

Section #2 – How kids use technology today
How young children spend their screen time
How children spend their screen time
How teenagers spend their screen time
How young adults spend their screen time

Section #3 – How to talk to your kids about
different technologies
How to talk to your kids about smartphones
How to talk to your kids about social media
How to talk to your kids about TV and video games
How to talk to your kids about online security

Section #4 – What can you do as a parent
How to start the discussion with your kids
How to create a Family Media Plan
What should you know about Parental Control Software

Let’s get started! Here’s the quick
summary.
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Kids will spend an average of 31% to 55% of their awake time in
front of a screen. Here are the screen time recommendations, by
age group:
Children (less than 18 months): no screen time
Children (18 months to 2 years): Less than 1 hour total screen
time per day
Children (aged 2 to 5 years): Limited to 1 hour total screen
time per day
Children (aged 6 to 11 years): Limited to 1 hour to 1.5 hours
total screen time per day
Teenagers (aged 12 to 18 years): Limited to 1 hour to 1.5
hours recreational screen time time per day
Adults (18+): No more than 2 hours of recreational screen time
per day
Otherwise, children and adults alike should be spending their time
in real life with friends, sports, playing, working and with family
aiming for at least 60 minutes of physical activity per day.
Physical activity can be spread throughout the day for at least
10 minutes at a time
Activities can be as simple as walking, playing, running and
sports
Aerobic activities should be moderate to vigorous activities
Strengthening activities should be spread out over 3 days a
week
Unfortunately, screen time is not just limited to reducing our
physical activities time. Here are some staggering stats to
consider:
34% of children have experienced some form of cyberbullying
48% of teens say they have received sexually suggestive
messages
38% have received negative comments on a photo posted
online
41% of teens have been targeted by cyber criminals
69% of teens receive private messages from or chat with
strangers online
Here are our top 5 tips for parents about Internet safety, security
and screen time:
Talk to your kids (early and often) to raise awareness, stay
involved and identify potential issues while they are still small.
Educate yourself and your kids on privacy, sharing,
passwords and general security.
Talk to your kids about addiction, cyberbullying, sexting and
self esteem before a potential incident occurs
Create a family plan together with your kids and agree on
limits around usage including how long, where and when are
appropriate.
Be a good role model, aim for less than 2 hours a day in
recreational screen time and 60 minutes a day in physical
activities
When in doubt, remember these 5 simple rules to teach your kids:
1. If you wouldn’t do it face to face, don’t do it online
2. Once it’s online, you can’t delete it
3. Beware of random strangers bearing gifts
4. Too much of a good thing can be bad for you
5. Lock your online world like you lock your house or computer

What are the inventors saying about
their own kids?

Steve Jobs (founder of Apple) shockingly described their low-tech
parenting approach in a New York Times article describing the
launch of the iPad:
“So, your kids must love the iPad?” I asked Mr. Jobs, trying to
change the subject. The company’s first tablet was just hitting
the shelves.
“They haven’t used it,” he told me. “We limit how much
technology our kids use at home.”
I’m sure I responded with a gasp and dumbfounded silence. I
had imagined the Jobs’s household was like a nerd’s
paradise: that the walls were giant touch screens, the dining
table was made from tiles of iPads and that iPods were
handed out to guests like chocolates on a pillow.
Nope, Mr. Jobs told me, not even close.
Similarly, in an interview with The Mirror, Bill Gates (founder of
Microsoft) explained how they approach technology with their
children:
“We often set a time after which there is no screen time and in
their case that helps them get to sleep at a reasonable hour.
“You’re always looking at how it can be used in a great way –
homework and staying in touch with friends – and also where
it has gotten to excess.
“We don’t have cellphones at the table when we are having a
meal, we didn’t give our kids cellphones until they were 14
and they complained other kids got them earlier.”

How can technology help our kids?
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Technology isn’t all bad. Today, there are plenty of apps that are
specifically designed to help our kids learn and grow.
Common Sense Media has put together a curated list (by age
group) of the best apps for learning.
It’s important that our kids learn how to use technology effectively
early on as it will play such a big role in their lives. Here are few of
the benefits that screens and technology can bring our kids, when
used in moderation:
Develop relationships with out of town relatives
Help them learn to become a responsible digital citizen
Developing mental muscles
Expressing creativity
Growing confidence and self-esteem
Preparing for the future
With all the benefits of screens and technology, our goal isn’t to
ban screens with our kids, rather it’s to raise awareness and
establish a rationale behind setting limits.

How to talk to your kids about screen
addiction?
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Here are a few staggering stats about screen usage among kids:
Young children will spend 31% of their awake time in front of a
screen
That number will grow to 39% for teenagers and then to 55%
for young adults

3 question to get the conversation started about
screen addiction and setting limits:
What do you like most about the tablet? How do you feel when
you can’t use the tablet?
How much time do you think is healthy to be on your phone?
What are your favourite activities to do outside?

What are the side effects of screen addiction?
Once you’ve broached the subject, it’s a good idea to talk about
the side effects of screen addiction.
The Zigler Family team put together 7 topics (and how to overcome
them) on the side effects of screen addiction to explore with your
kids:
1. Increased loneliness and depression
2. Fueling anxiety
3. Increasing stress
4. Exacerbating attention deficit disorders
5. Diminishing the ability to concentrate, think deeply or be
creative
6. Disturbing your sleep
7. Encouraging self-absorption

What warning signs of screen addiction should parents
look for?
You’re using screens as a babysitter
Your kid can’t control their screen time
Your kid cannot look up from their phone while having a
conversation with you
Your kid is having trouble concentrating in school
Your kid is having trouble sleeping
Your kid feels anxious when taking a break from their phone
Your kid has lost all interest in other activities
Your kid is showing signs of withdrawal from social activities
Your kid is deceptive about their screen time

5 tips for parents to raise awareness
and manage screen addiction
1. Talk about the importance of limits with your children
2. Develop a family plan together
3. Encourage healthy non-tech related activities
4. Be a good role model
5. If required, use parental control software

For more resources, see the National Online Security
infographic on screen addiction.

How to talk to your kids about
cyberbullying?
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As parents, our goal is to protect our kids from cyberbullying and
reduce the potential impact it might have on them. The best place
to start is by having a conversation with our kids to educate
ourselves and them on cyberbullying.
Here are a few stats on cyberbullying to consider:
34% of children have experienced some form of cyberbullying
Over 90% of cyberbullying occurs over social media, 3%
occurs over email
Cyberbullying can be 24/7, making it hard for kids to find a
safe haven

3 questions to get the conversation about
cyberbullying started:
Is there any drama going on in school?
What will you do when you are worried about yourself or your
friends?
What have you heard about cyberbullying?

What does cyberbullying look like?
Another great place to start the discussion with your kids, is to talk
about what cyberbullying might look like.
Here are just some of the examples of cyberbullying today:
Cyberbullying is posting mean comments on social media
Cyberbullying is sending mean text messages
Cyberbullying is spreading rumors online
Cyberbullying is ganging up on a player in an online computer
game
Cyberbullying is sharing an embarrassing photo of someone
with other people

How does cyberbullying make others feel?
Another great topic of discussion is how cyberbullying might make
your kid feel or how others would feel if they are the victim of
cyberbullying.
First, make sure they know that if they ever experience
cyberbullying, that it’s not their fault and it’s okay to talk about it
with a trusted adult.
Verywell Family has a great list of the effects of cyberbullying. Here
are some of the common feelings to discuss with your kids about
cyberbullying:
Feelings of being exposed and humiliated
Feelings of being overwhelmed
Feelings of being upset
Feelings of being self-conscious
Feelings of being lonely
Feelings of anxiety and/or depression
And, unfortunately, in some cases feelings of suicide

For more Today.com has more information on how to talk
to your kids (by age) about suicide.

What warning signs of cyberbullying should parents look
for?
Your kid appears nervous or jumpy when receiving messages
Your kid is anxious to go to school
Your kid is unwilling to share information about online activities
Your kid turns off or changes screens every time you walk by
Your kid has unexplained anger or depression
Your kid abruptly shuts off or walks away from a device miduse
Your kid has unexplained weight loss or gain
Your kid uses phrases like “drama at school” or “I have no
friends”
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5 tips for parents on cyberbullying:
Don’t use the term “cyberbullying”, use a less formal term like
“drama” instead
Let them know it’s not their fault
Remind them not to respond or retaliate. Often times bullies
feed off the reactions of victims.
Teach your kid to tell a trusted adult. You will want to reach out
to the school and the appropriate authorities if required.
Teach them on how to block bullies on social media. The
problem won’t go away, but it won’t be in their face 24/7.

Connect Safely has a additional resources on tips to help
stop cyberbullying.

How to talk to your kid about safe
messaging?
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With smartphones and cameras all too accessible for kids, it’s
important for us as parents to educate ourselves and our kids on
sending sexually explicit messages, photos and videos to others.
Here are few stats to consider:
20% of teens have sent a nude or semi-nude photo or video of
themselves
39% of teens have sent a sexually suggestive message via
text, email or instant messenger
48% of teens say they have received sexually suggestive
messages

3 questions to get the conversation about safe
messaging started:
What are some questions you can ask yourself before sending
a picture to someone?
If someone sent you an inappropriate message, what should
you do?
What have you heard about sexting?

Who are these messages sent to?
More often than not, these messages are sent to people the
teenagers know, but sadly, it’s all too common for these messages
to be forwarded on to others at random.
It’s important to discuss with your kids that once a message is
sent, they no longer control who has access to it.
Here are some quick stats on where these messages go:
71% of teen girls and 67% of teen boys who have sent
sexually suggestive content say they sent it to their boyfriends
or girlfriends
21% of teen girls and 39% of teen boys who have have sent
sexually suggestive content say they sent it to someone they
wanted to date or hook up with
15% of teens who have have sent sexually suggestive content
say they have sent it to someone they only know online
38% of teens say they have seen or had sexually suggestive
content shared with them that was originally meant for
someone else

What are the risks of sending sexually
suggesting messages parents should talk about
with their kids?
There are some very serious emotional risks and legal
consequences associated with sending, asking for or forward
sexually explicit content that parents should review with their kids.
Verywell Family does a great job covering both. Here are the
common ones to talk to your kids about:
Cyberbullying and suicide
Embarrassment, humiliation, guilt and shame
Objectification
Criminal charges for child pornography
Risks having to register as a sex offender

What are the common signs your kid may be sending
sexually suggestive messages?
Your kid becomes overly private about their phones
Your kid routinely turns their phone away from you when
messaging
Your kid seems anxious about their phones
Your kids’ grades suddenly drop
Your kid suddenly stops talking to their friends
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5 tips for parents on safe messaging:
Don’t wait for something to happen, talk to your kids early
about sexting
Remind them that once a message is sent, it can never be
taken back. Have them consider the what ifs. What if your
friend loses their phone? What if their parents check your
friends phone? What if your friend gets angry with you?
Teach them not to forward messages
Talk to a trusted adult
Consider technology controls

Common Sense Media has additional resources in their
epic 17-page guide on safe messaging.

How to talk to your kids about self
esteem and the Internet?

Photo by Elijah O’Donnell

Social media and the media in general play a big role in the selfesteem of our kids. It’s important to understand and educate our
kids on the curated versus real life truths of the selfie world.
Here are some quick facts about the realities of selfies:
12 is average number of selfies kids take before posting online
48 likes is the number kids say they need before they feel
happy
43% worry about how attractive they look when sharing photos
online
38% have received negative comments on a photo posted
online

3 questions to start the conversation about
selfies and self esteem with your kids:
How many pictures do you take before posting a selfie?
How does it feel when you get a lot of likes on your post? How
about when you don’t get many likes?
How does seeing the selfies other people post make them feel
about their own image?

It’s critical for our kids to have many sources of
self-esteem
Another great place to start the self-esteem discussion is by
encouraging your kids to live in the moment, rather than through
photos.
From there, you can help your kids build self-esteem from more
than just selfies and likes by:
Encouraging your kids to make progress towards a goal
Encouraging your kids to learn something new
Encouraging your kids to practice their favourite activities
Encouraging your kids to help or give to others
The above examples focus on the effort, not the results and that’s
one of the best way to help your kids build a solid foundation.
Here are a few more suggestions from Psychology Today:
Help your child see themselves – Hey, I saw you got frustrated
but then you came back and tried again, great job.
Empower problem-solving instead of labeling – Change “You
always forget” to “How do you think you can help yourself
remember tomorrow?”
Empower your child by helping them keep failure in
perspective – I know you’re disappointed you didn’t do well on
your spelling test, what could you do next week so you know
the words before the spelling test next week?
Let them overhear you saying something positive about them
to someone else

What are warning signs of low self esteem:
Your kid is very self-critical
Your kid deletes posts with low number of likes
Your kid seems deflated
Your kid is very pessimistic
Your kid tends to constantly exaggerate
Your kid enjoys pointing out other peoples flaws
Your kid is withdrawing socially
Your kid is always tired
Your kid is reluctant to try something new
Your kid gives up too easily
Your kids grades are declining
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5 tips for parents on self esteem:
1. Talk to your kids about privacy and sharing best practices
2. Set a 50 percent rule. When enjoying activities in real life,
make sure at least half the time is spent social media free
enjoying the moment.
3. Remind your kids that it’s the effort that counts, not the
validation
4. Talk about real life truths versus curated social media posts
5. Encourage many sources of self esteem

For more resources, Today’s Parent has 11 more tips on
building self-esteem in children.

How will your children under 6 spend
their screen time?
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The American Academy of Pediatricians Recommend:
Children younger than 18 months have no screen time, other
than video chatting
Children aged 18 months to 2 years can have small amounts
(less than 1 hour per day) of high quality programming, ideally
co-watched with parents
Children aged 2 to 5 years have screen time limited to 1 hour
per day of high quality viewed with parents
Children over 6 years old: create a family plan. Learn more
below.

How will your children (ages 6 to 11)
spend their screen time?
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4 hours 59 minutes of total screen time
52% of the time spent watching TV and online videos via
tablets
Only 5% of the time communicating through social media
Peak times are at 8:30am and 6:30pm
You can expect your children, ages 6 to 11, to spend on average 4
hours and 59 minutes per day in front of screens (TV, Phones,
Tablets, Laptops, Computers).
31 minutes of that time is spent multi-tasking across multiple
screens, which rises significantly in the teenage years.
There are two peak times, one in the morning around 8:30am with
around 70% of children engaged with a screen and the second
between 6:30pm at 6:45pm with around 90% of children engaged
with screens. By 9pm, less than 30% of children are still on
screens.
You can expect the majority (52%) of that time to be spent in
watching activities, with a growing trend towards watching online
video clips mostly via tablets or computers (60% of children).
The remainder of their screen time is largely spent playing games
(22% of the time) and browsing (13% of the time). Social media will
rise significantly in the teenage years.

How will your teenagers (ages 12 to
18) spend their screen time?
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Increase to 6 hours 20 minutes of screen time with over 2 hrs
spent multi-tasking
Screen time starts at 8:30am and steadily rises until 10pm
Decrease to 32% of the time spent watching activities
Increase to 27% of the time spent messaging and on social
media
With your teenagers, you can expect a big jump in screen multitasking (for example, on the phone while watching TV) and will
average 6 hours and 20 minutes of screen time per day.
Like younger children, teenagers start their screen time in
mornings around 8:30am with around 60% of teenagers coming
online. However, teenagers tend stay consistently on screens
throughout the day, peaking at around 8:15pm. By 10pm, half of all
teenagers are still engaged with a screen.
Teenagers these days see a drop in watching activities to 32% of
their screen time and a sharp rise in social media / messaging
activities to 27% of their screen time and continue to play games
17% of the time.
You can also expect to see a shift in social media engagement
from mostly tablets as children to mostly (59% of the time) phones.

How will your young adult children
(ages 18+) spend their screen time?
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Increase to 8 hours 45 minutes of screen time with still over 2
hrs spent multi-tasking
39% of the time spent watching activities, switching mostly to
TV from online videos
60% of the time split between listening activities, messaging
and browsing
Maintaining the same 1 hour 42 minutes on social media as
teenagers
Fortunately, by the time your children are young adults, they start
to exhibit a more balanced use of their screen time (versus
children heavily weighted to watching activities and teenagers
peaking on social media).
Unfortunately, you can expect your young adults screen time to
have grown to almost 9 hours per day – which is more than half of
their waking hours.
39% of their screen time is spent in watching activities, but unlike
young children and teenagers, the vast majority of that time is
spent watching TV versus online video clips.
Close to 60% of their screen time is divided among listening
activities such as music and podcasts (19% of the time),
messaging and social media activities (19% of the time) and
browsing (19% of the time).
Social media activity, in terms of hours spent per day, actually
stays fairly consistent around 1 hour 42 minutes and is largely
spent via the phone (50% of the time) and computers (34% of the
time).

How to talk about smartphone
addiction with your kids?
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10 is the average age kids are getting their first phones, when
14 is the recommended
The average smartphone users spends 171 minutes on their
phone (or 20% of their waking hours)
The average age a kid will get there first smartphone is just over 10
years old (10.3 years), with over 70% of teens owning their own
phone.

What’s driving parents to give their kids
smartphones?
The biggest reason parents are getting their kids smartphones is
for the security in being able to get ahold of them or vice versa.
Here is the full breakdown:
90% of parents want to be able to get ahold of their kids
90% of parents want their kids to be able to get ahold of them
80% of parents want to be able to track their locations
66% of parents gave in to their kids long time pestering
65% of parents want their kids to get familiar with mobile
technology
62% of parents have a good wireless plan to cover additional
lines

How do you know your kid is ready for their own
phone?
Every kid is different and there is no magic age that determines
when your kids is ready for their own smartphone. If safety is the
primary concern, consider getting your kid a flip phone.
Otherwise, here are a few questions parents can ask themselves
before giving your kid a smartphone:
Do they have access to other technology and don’t really need
their own phone?
Is my child responsible with their belongings?
Am I willing to discuss topics like addiction, cyberbullying and
sexting with my child?
Will my child follow the rules around usage limits we set
together?

What should parents know about smartphone
addiction?
The average smartphone user spends 2 hours and 51 minutes a
day on their phone.
They will check their phone 150 times a day, equal to every 6
minutes
They will tap their phone 2,617 times a day, equal to 2.7 times
per minute
They will send 110 text messages a day, equal to one every 9
minutes
It’s a wonder why 47% of parents think their child is addicted to
their smartphone and why 60% of young adults actually admit to
being addicted to their phones.

Top 5 tips for parents and
smartphones:
Hold off as long as you can, consider:
https://www.waituntil8th.org/
Raise awareness and discuss smartphones, addiction,
cyberbullying and sexting with your kids early
Create a family plan together. Discuss and set device and app
usage limits, consider banning devices at the dinner table and
setting a device curfew before bed.
Be a role model and set a good example yourself for your kids
Nurture and encourage non-tech related interests

How to talk about proper social
media use with your kids?
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11 is the average age kids getting on social media, when 13 is
the recommended
53% of parents are friends with their kids on social media
Like smartphones, the average kid will get their first social media
account around 11 years old (11.4 years old) with 80% of
teenagers having social media accounts.
23% of young children have their own social media accounts,
which is surprising considering Facebook requires children to be
at least 13 years of age before creating their own account and it’s
against their terms of service to create an account on behalf of
someone under the age of 13.

What are the top benefits of social media
(according to teens)?
As a result of social media, it’s far easier for our kids to create,
maintain and develop relationships with out of town family
members.
That’s just one example of the benefits of social media, here are
the other according to teens:
40% of teens say connecting with friends and family
16% of teens say it is easier to find news and info
15% of teens say it helps with meeting others with the same
interests
9% of teens say it’s a way to stay entertained and upbeat
7% of teens say it’s a form of self expression
5% of teens say it’s a way of getting support from others

What are the negatives of social media
(according to teens)?
While social media has its benefits, parents must be aware of and
discuss with their kids the potential negatives surround social
media.
According to teens, here are the negative aspects of social media:
27% of teens say bullying and rumor spreading
17% of teens say it harms relationships because of a lack of
in-person contact
15% of teens say it gives them an unrealistic view of others’
lives
14% of teens say it causes distractions and addictions
12% of teens say they feel peer pressure

Should you be friends with your kids on social
media?
Yes, if you can. It’s always a good idea to be friends with your kids
on social media, but every kid is different and some need their
space which is why only 53% of parents are friends on social
media.
Friending your kid doesn’t replace the need to having open
discussions and creating awareness around social media use.
While you may be friends with your kids on some social media
accounts, there is a growing trend of teenagers creating separate
accounts under false identities, commonly referred to as Finsta, to
create a limited circle of friends.

Top 5 tips for parents to keep their
kids safe on social media
Sit down and explore the programs with your children. A
bonus is to ask them to teach you how the platform works.
Educate your kids on the privacy settings available and to set
them as high as possible
Discuss cyberbullying, sexting and online reputations
Establish ground rules. Only be friends online with people you
know in real life, not to share passwords with friends and
discuss usage limits.
Stay involved. Ask them questions, monitor who they friend
either openly by talking to them or through the use of
technology.

How to talk about TV, Youtube &
video game addiction with your kids?
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Kids these days have many options to read, watch and play on
screens. Young children spend 2 hours and 19 minutes daily
watching TV, watching online videos and playing computer video
games. This grows to an average of 4 hours and 36 minutes by the
time they are teenagers.
Watching TV typically starts around 9 months of age (though the
AAP recommends waiting until 18 months) and close to 50% of all
2 to 4 year olds have already played video games.

Education, exposure and inspiration. There are
benefits to TV and video games.
There is a ton of high-quality educational content online to read
and educational games available for all age groups. The key is in
both moderation of screen time and taking part in the activity with
your kids.
Common Sense Media has done a great job filtering the best age
appropriate content for kids, you can find there lists here:
Best TV Shows for kids
Best channels on YouTube, Hulu and Netflix for kids
Best video games for kids
Similarly, TV and video games are great for exposing and inspiring
kids to join sports, learn about history and get to know other
cultures.

Top 5 tips for parents to promote
healthy viewing and gaming habits
1. Create awareness around usage time by keeping a diary and
create a family media plan together that sets reasonable limits
for their age.
2. Choose high-quality content (see above) and watch it with
your kids to help them understand what they are seeing.
3. Establish a family night to play boardgames, get outside
together or enjoy other screen-free activities.
4. Use screen time as a reward. For every minute of reading
(excluding homework), your kid earns one minute of watching
time, up to a maximum of one hour.
5. Make screens inconvenient or use parental control technology
to enforce usage limits

How to talk about online security and
privacy with your kids?
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Here is a quick snapshot on the general online safety statistics:
41% of teens have been targeted by cyber criminals
69% of teens receive private messages from or chat with
strangers online
70% of kids have read inappropriate content online
95% of parents don’t know common chat acronyms teenagers
use

How to talk to your kids about cybercrime?
Teenagers are prime targets for cyber criminals (41% of teens)
because of the amount of personal information they reveal online.
64% of teens post photos or videos online
58% post information about where they live
8% of teens have posted their cell phone numbers online
Here are the topics to cover with your kids about cybercrime:
Do not share personal information such as address, cellphone
numbers or where you’ll be online
If you wouldn’t do it face to face, don’t do it online
Once you post something online, it can’t be deleted
Always control your privacy settings
Password best practices (see below)

How to talk to your kids about having a chat with
strangers online?
The majority (69%) of teenagers regularly receive private
messages on social media, in chat rooms and email from people
they don’t know and don’t tell a trusted adult.
Unfortunately, 30% of people cannot detect a phishing attack so
it’s important to educate kids on what to look for.
Even scarier, 46 children are sold into labor and sex trafficking in
the U.S. every day and it often starts with conversations through
social media and other messaging apps. The Set Me Free Project
has excellent resources that increase awareness with 96% of
students reporting they would make changes to their social media
activity.
95% of parents don’t know common chat acronyms so it’s a good
idea to brush up before talking with your kids. Netlingo is a great
resource to learn about online jargon, Internet acronyms, texting
terms and more.
Here are the topics to cover with your kids about cybercrime and
having a chat with strangers online:
Beware of strangers bearing gifts.
Don’t chat with random strangers online or in chat rooms /
apps
How to identify phishing attacks and other scams online
Never click a link someone sends to you. Always go directly to
the website.
Never give your personal information or send money to
someone who initiates contact with you.

How to talk to your kids about porn and hateful
content online?
The vast majority of kids have and will read or come across
inappropriate content online. 70% of kids have come across
sexually explicit content and 45% of teenagers regularly encounter
hateful content online.
Unfortunately, kids are being exposed to porn earlier. According to
Net Nanny, the average age of a kids first exposure is now 11
years old.
22% of online porn consumption coming from children under
10 years old.
The majority of porn is quite violent, degrading and harmful.
According to Culture Reframed 88% of scenes contain some form
of violence (mostly against women), 49% contained verbal
aggression and only 10% don’t contain any aggression.
So how does pornography impact us? Fight the New Drug is a
great resource for learning how porn effects the brain, heart and
the world.
It can cause depression, anxiety, stress and social problems.
It can easily lead to addiction.
It can create a misguided sense of reality and warp desires.
It often leads to less satisfaction in real-world, healthy
relationships.
It can lead to negative attitude and objectification of others.
It can lead to increased aggression and violence.
It adds to the serious problem of sex trafficking

Check out the Brain Heart World: Discover the Harmful
Effects of Pornography Documentary.

Here are some tips to talk with your kids about inappropriate
content online:
Avoid shame and blame. It’s natural to be curious about
sexual content.
Share your thoughts on the subject openly as well as
information on healthy sexuality.
Learn from Birds+Bees+Kids on how to have “the talk” and
not feel awkward!
Relate to your kids experiences and consider sharing from
your earlier experiences to create trust and encourage them to
share more openly with you.
Help them recognize inappropriate content and how to
navigate away. Consider reading the kids book Good Pictures
Bad Pictures.

Top 5 tips for parents to keep your
kids safe online:
1. Talk to your kids about sharing personal information,
inappropriate content, cyberbullying and sexting
2. Educate your kids about passwords best practices like twofactor identification
3. Keep all your software up to date to patch security holes
4. Install anti-virus and anti-malware software
5. Use content filters for younger children

Here is more information on how to talk with your kids
about pornography from the eSafety Commissioner of the
Australian Government and hateful content from
MediaSmarts.

How to start the conversation about
Internet Safety with your kid?
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41% of teens say their parents talk to them a lot about Internet
safety
75% of teenagers say their parents have talked to them about
the dangers of posting personal information.
As a parent, the most important tool in your toolbox is talking with
your kids. Early and often.
Doesn’t matter if you have a young child, teenager or young adult,
a consistent open dialogue will help you identify potential problems
while they are still small and will even keep you up to date on the
latest trends.
Don’t know where to start? Here are two of our favourite
conversation starters:
What are your favourite things to do using __________ ?
How has the way you used __________ changed over the past
year?
Simply insert any device, medium, platform or application into
either of those and then the options for follow-up questions are
endless.
What are your favourite things to do using the Internet?
Facebook. What are some of the funniests posts you’ve seen
recently? What information should you not share on
Facebook? How about on other platforms? What would you do
if anyone online asked you to meet face-to-face?
Stuck on follow-up questions? Here are two options that always
work:
What advice would you give to __________?
Can you describe a time when __________?

How to create a Family Media Plan?
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Working together and agreeing on a small set of easy to remember
rules goes a long way toward educating your kids about online
safety, security and screen time.

Rule #1 – If you wouldn’t do it face to face, don’t
do it online
With younger kids for the most part is educating them to behave in
the online world the same as they would in the offline world.
You can make it fun by creating a simple pledge:
I will not share personal information such as my address, my
telephone number and where I go to school without checking
with my parents first
I will tell my parents right away if I feel uncomfortable, unsafe
or worried
I will not agree to get together with someone I meet online
without checking with my parents first
I will not tell anyone online where I will be or what I will be
doing without checking with my parents first
I will not respond to any messages that are mean or in anyway
make me feel uncomfortable
I will not give out my passwords to anyone (even my best
friends) other than my parents
I will not download or install any application without checking
with my parents first
I will not do anything that will hurt other people’s feelings or is
against the law
I will not post or send pictures to anyone without checking with
my parents first
I will teach and help my parents understand how to have fun
and learn new things online
As your kids get older, you want to add a few more overarching
rules that will help them navigate an ever changing landscape.

Rule #2 – Once it’s online, you can’t delete it
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As our kids start using the Internet with more independence, like
with most things in life, our goal is to have them understand the
long term impact of their decisions.
Here are three things you’ll want your kids to keep in mind:

Think twice before hitting enter.
How will you feel about this post next month? next year? ten years
from now? We want to teach our kids to pause and remember that
once they hit enter, that post will live forever for their teachers,
colleges admission officers, future bosses and even their own
children to see.

When in doubt, remember WWGS (What Would
Grandma Say?).
It’s easy for our kids to get caught up in the moment so we want to
teach them to always consider What Would Grandma Say? Remind
your kids that once it’s digital, it’s no longer in their control and can
be forwarded, stolen and re-posted publicly. Grandma will always
be able see that post or picture they just sent.

The ABCs of Privacy – Always Be in Control of your
Privacy Settings.
We want to give our kids confidence online and remind them that
they are in control of their own privacy – not just in what they say
but also in who can see it. Make sure to go through each privacy
setting with your kids so they understand each one.

Rule #3 – Beware of strangers bearing gifts
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Not everyone online is who they say they are and we want to teach
our kids to beware of online scams and not to chat with strangers
online or in chat rooms.
Unfortunately, bad actors are constantly evolving their methods
whether it be general phishing emails or the latest spear phishing
scam and constantly changing the platforms they use whether they
be email, social networks or text messages.
What we can do, however, is to educate our kids on how to spot a
scam. Here are the common things to look for:
If they are asking for personal information
If they are asking you to send money
If they say it’s urgent (Act Now! Don’t Wait!)
If they try to use fear (Your account has been compromised)
If it’s from a stranger
If it looks like it’s from a friend, but asking for personal
information, to send money or using urgency or fear
If it’s too good to be true
Remind your kids to always be suspicious online and when in
doubt, follow these two rules:
Never click a link someone sends to you. Always go directly to
the website.
Never give your personal information or send money to
someone who initiates contact with you.

Rule #4 – Too much of a good thing is bad for
you
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As a parent, we want to create an environment where our kids can
learn self control. With some simple rules, technology can be a
great facilitator.

Teach them to set limits.
Helping your kids establish boundaries can be a great way to
teach them about self control.
Here are four simple, yet effective rules for setting limits on
devices:
Aim for 1 hour of phone time and 1 hour of watching/gaming
activities a day
No phones at the dinner table
Charge phones overnight outside of the bedroom
Sunday is device-free day

Enjoy healthy alternatives.
Once limits have been set, it’s important to fill that time with healthy
alternatives that can pull them away from their screens. Some
simple options are:
Interactive experiences like board games, educational games,
books and puzzles
Family time, see 101 things to do when your kids are bored
Sports such as golf, tennis, kayaking, skateboarding, soccer,
etc.
Or better yet, get proactive and create a “Bored Jar” together as a
family so there is always something fun to do.
Create a list of non-tech related activities your kids love doing and
write each one down on a small piece of paper, then put them all in
the jar. When you’re looking for something to do, have your kids
pull something from the jar and enjoy the family time together.

Be a good role model.
The absolute best way for your kids to learn self control, is for you
as the parent to be a good role model.
Make sure to follow the same household limits
Keep your phone in your pocket or bag when interacting with
your kids
Avoid using your phone while driving

Rule #5 – Lock your online world like you lock
your house
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Just like we teach our kids about the importance of locking the
front door as we leave the house, we want to teach our kids the 3
fundamentals of protecting their online presence early.

Security Fundamental #1 – Password Management
While some smartphones have advanced security measures like
fingerprint scanning and facial recognition, passwords are still the
default security mechanisms.
The two most important password tips to educate your kids on are:
1. Use a different (and long) password for each website and
application login
2. Always use two-factor identification when possible
In practice, remember a different password for each login can be
difficult for any adult, let alone child. That’s why we recommend
using a password manager to help with:
Password generation
Password form filling
Family password management
Secure password sharing

Digital Trends has a list of best password managers.

Security Fundamental #2 – Keep your software up to
date
Software updates are actually an important life lesson to teach your
kids. It lets the know that not everything in the world is perfect out
of the gate and the importance of continuous improvement.
They are also an important security measure to teach your kids. It’s
all too easy to click “later” when prompted with a security update.
However, most updates include important security fixes and should
be updated immediately.

Security Fundamental #3 – Install anti-virus and antimalware software
Do you know the difference between viruses and malware? For the
sake of keeping your kids (and computers / devices) safe online,
you don’t need to know the difference, you just need to make sure
your devices are protected.
For those that want to know more, Lifehacker has a great
article describing the difference.
For simplicity sake, anti-virus software helps protect your devices
from being infected whereas anti-malware software helps you
remediate your devices after you’ve been infected.

PC Mag curated a list of the best paid and free anti-virus
tools and anti-malware tools

Also checkout Panda Security’s Parents’ Guide to Cybersecurity for
more information on:
Malware
Viruses
Worms
Social Engineering
Phishing emails
Trojans
Botnets
Identity Fraud
Ransomware

What should parents know about
Parental Control Software?
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Parental control software can be thought of as the third line of
defense in creating a safe online environment for your kids after
talking to your kids and creating a family media plan.
For some, it’s simply a way to actually control limits around usage
and content. For other’s it’s a way to monitor what your kid is doing,
who they are talking to and who is talking to them.
When evaluating parental control software, here is what you want
to consider:

Purchase & Installation
The first two questions you should ask yourself when considering
parental control software are:
What types of devices do you want to protect?
How much do you want to pay?
Today, most operating systems and browsers have built in parental
controls for free. Unfortunately, you will need to manage each one
separately. This is typically more manageable with younger kids
who might simply be using shared devices.
As your kids become more independent with their own (multiple)
devices, you may want to start considering paid alternatives that
provide a more holistic setup and work consistently across
different platforms.

Time and Content Controls
The most basic, yet most important, features for parental control
software are time and content controls. The main considerations
are:
Restricting usage by the number of hours by time of day, total
hours and day of week
Blocking or restricting the usage of applications
Blocking or restricting content by websites or different content
categories

Monitoring, Messaging and Social Media
More advanced features include the ability to monitor the actual
conversations and activities your kids are engaging in online,
including scanning for cyber-bullying keywords, across different
mediums.
Social networks monitoring
Call and SMS monitoring
Private chat rooms monitoring
Location monitoring

Reporting and Analytics
Given most kids today interact with many different screens, one of
the benefits of using parental control software is the ability to
aggregate reporting and do some (big) data analytics on your
child’s screen time usage.
This can be as simple as summary reporting of device usage
patterns over the month to more in depth logging, including
websites visited, screenshots, email captures and keyloggers.
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https://www.ofcom.org.uk/__data/assets/pdf_file/0020/108182/children-parents-media-use-attitudes-2017.pdf
https://www.ofcom.org.uk/__data/assets/pdf_file/0017/94013/Childrens-Digital-Day-report-2016.pdf
https://www.bankmycell.com/blog/smartphone-addiction/
https://internetsafety101.org/cyberbullyingstatistics
https://www.bullying.co.uk/cyberbullying/effects-of-cyberbullying/
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and hurtful content. While we don’t think you should
panic as a parent, you do need to be aware of the risk’s
magnitude, as every kid could be affected.

What can we do as parents? Instead of using technology
to just to keep kids occupied, we need to educate them
about it. Instead of sticking phones in their tiny hands at
younger and younger ages, we need to tell them about
the dangers of online life. And instead of hoping
everything will be just fine, we need to take action,
check our kids’ activity, and make sure it actually will be
fine.
This comprehensive guide will show you how. In it,
we’ve outlined eight areas that you should pay attention
to as you navigate this complex online world – from
mobile devices to social media, gaming, cyberbullying,
and information security.
The usual challenge is that most parents don’t really
understand platforms like TikTok, Instagram, Snapchat
and even Twitter – not to mention 4Chan and gaming
communities. But for their kids, the online world is more
real than the real world. It is crucial for our children’s
sake that we understand what they see online, what is
out there, both good and bad, and how it impacts their
physical and emotional well-being.
The good news is that it’s not that difficult to put
certain technical controls in place to protect your
children online. Far more importantly, the best thing
you can do to protect your children is to talk to them.
This guide will help you set clear boundaries for what and
when they access online, but also to be there for your
children when they make a mistake, or when they have
gone too far. Isn’t that what parenting fundamentally
comes down to?

1. Mobile phones and apps
According to research by SellCell, the average age that
children get their first smartphone is 8 years old and it
seems to keep dropping. The average was 10 in 2015
according to 000. While giving a child a smartphone
comes with some benefits, it’s easy to forget they’re no
less than a Pandora’s Box.
Smartphones give kids unprecedented freedom: The
ability to communicate with people without
supervision, to consume whatever content they desire
and even act forcefully towards other kids online with
ease. If they don’t know how to behave with their phone,
follow basic ethics and caution, and be aware of the risks
– they could fall victim to online harassment, Malware
and money theft, get exposed to violent or sexual
content and far worse. Since smartphones are personal
devices, we don’t often know what our children do with
them, how they use them, and what threats they
encounter.
If you’re considering giving your child a smartphone, it’s
critical to have some clearly outlined guidelines in place
beforehand, so that everyone is on the same page. If
your child already has a smartphone, it’s not too late to
review the family rules. Demonstrate to them that having
a smartphone is a big responsibility.

Implement smartphone rules with your child. Making sure your kids
involve you on their phone activities with help keep them safe.

There are many precautions you can take to
implement phone safety:
Have your kid sign a smartphone contract before
you give them one. Print out a list of cellphone
rules and stick it in a public place in your home.
Download parental controls. Parental control apps
for younger children enable you to limit your child’s
usage, determine their location, and monitor their
calls and messages. Apps also allow you to shut
off certain functions at different times. For
example, disabling text messaging on dinner
times.
Set limits when your child can use a smartphone
and for how long each day.
Set a personal example for your child. Don’t bring
your phone to the dinner table, and don’t text and
drive.
Set up a charging station in a central location in
your home. Phones should stay out of your child’s
bedroom so they won’t be in use late at night.
You can install an app to monitor your child’s
texting. Keepers is one type of app that alerts
parents about harmful, abusive, or suspicious
messages, and it includes a tracking device to
show your kid’s location in real time. This is
especially important, as 19% of youth report
having received a sexually-explicit text message.

2. Streaming content and smart
TVs
Streaming content has shot up in popularity, and there
are more TV shows and movies available at our
fingertips than ever before – much of it not particularly
appropriate for kids. While there are great educational
shows on Netflix, Hulu, Disney+, Apple TV+, BBC
iPlayer, and others, children will always be drawn to
popular shows everybody’s talking about – without
knowing how violent, sexual or disturbing they could
be for a kid. And there are a lot of opportunities:
According to 2019 JAMA pediatrics research performed
in the UK, Children aged four to six consume 89 minutes
of television every day on average.
How can you make sure your kid won’t be exposed to
unwanted content?
Most of the big streaming content providers have
parental controls, some more robust than others. Netflix
allows you to set up separate profiles for you and for your
children.
Using these tools, you can ensure that your kids only
have access to age-appropriate content. Because
Netflix’s children’s menu features a different color
scheme than the regular menu, you can easily see
whether your kids are accessing the content permitted to
them or not. However, this doesn’t stop kids from moving
over to your profile, so you still have to be vigilant.
iTunes and Apple TV allow parents to set rating levels for
the content their children watch. By contrast, Amazon
Prime features no parental controls, so the only thing to
do is to logout of your account and not share the
password.
All of these tools, however, do not replace having
frequent conversations with your children about what
they watch. They need to know that even if a show’s
name is mentioned all the time, it doesn’t mean it’s right
for them.

Monitor TV time by limiting the number of hours they watch per day,
incorporating parental settings, talking to your child about the content
they watch, and spending TV time as a family.

3. Gaming consoles and online
games
21% of all video game players in the US are under the
age of 18. With so many games featuring violent or
sexual content, and so many platforms to play on, it is
important to be careful about the kinds of games
your children play.
In addition, many games that have a multiplayer
component, or are just entirely based online, which
makes them open to abuse from other players,
harassment, and sexual advances through the game’s
chat system. Kids may also form relationships with other
players and may give away their personal information.
But not all is bad: Games are also a great way for kids to
develop a variety of skills. They help children develop
problem-solving skills, learn how to commit to long-term
goals, and how to work as part of a team. They can also
be a great opportunity for family bonding. In order to
make sure our kids will enjoy the benefits of gaming and
not suffer from its risks, we need to monitor their
gameplay.

Encourage your children to discuss the games they play. Make sure
your child profile is set to private. Consider keeping the gaming
console in a shared, social space. Study the age rating of the games.
Use parental controls to set up profiles. Limit the type of people your
child can speak to online.

4. Social media
Social media usage is now ubiquitous among US
teens; 71% use more than one social platform. Children
nowadays also spend an enormous amount of time on
social media. A survey by the non-profit group Common
Sense Media showed that 8 to 12 year-olds were
online six hours per day, much of it on social platforms,
and 13 to 18 year-olds a whopping nine hours!
According to a recent Harvard study, even though most
social media platforms require users to be 13 years of
age to sign up, 68% of parents surveyed had helped
younger children set up an account.
Social media can be particularly addictive for tweens
and teens. It opens the door to a variety of different
issues, like cyberbullying, inappropriate sharing, and
advances from sexual predators (more on those below).
Access to social media is also central to teens’
developing social identity. It’s the way that they connect
to their friends, and it can be a healthy way to hang out.
The key is to set boundaries so that it remains a positive
experience.

Enforce a safe environment. Do not let your kids on social media until
they’re old enough. Keep the computer in a public location. Limit the
amount of time spent on social media. Block location access to all
apps. Adjust the privacy settings. Monitor your child’s online activity.

5. Cyberbullying
Our children’s lives have moved online. Unfortunately,
their bullies have moved online, too.
Cyberbullying is frequently in the news, with reports of
child suicides due to online harassment.
Cyberbullying starts at younger ages and could have
disastrous effects on your child, ones that will require
psychological and psychiatric treatments. Young
cyberbullying victims are 1.9 times more likely to commit
suicide than those who do not experience online bullying.
Cyberbullying occurs across all of the platforms we
have outlined above, and it comes in many forms:
spreading rumors and sending threatening messages via
social media, texting, pretending to be another child and
posting embarrassing material under their name,
forwarding private photos without consent, and generally
posting online about another child with the intent to
humiliate them.
Cyberbullying is particularly harmful because it is so
public. In the past, if a kid was bullied on the playground,
perhaps a few of his peers saw. Now, a child’s most
private information can be splashed across the internet
and is there permanently unless reported and taken
down.
Cyberbullying can negatively affect the online reputation
not only of the victim, but also of the perpetrator, and
have a deep impact on that child’s future, including
college admissions and employment.
It is also extremely persistent. If a child is the target of
traditional bullying, his or her home is more often than
not a place of refuge. Because digital platforms are
constantly available, victims of cyberbullying struggle to
find any relief.
It’s often very difficult to tell if your child is being bullied
online. It happens digitally, so parents and teachers are
less likely to overhear or notice it. Fewer than half of the
children bullied online tell their parents or another
adult what they are going through, according to
internet safety organization i-SAFE. In fact, according to
the Cyberbullying Research Center, 36.4% of children
aged 12 to 18 have experienced cyberbullying in their
lifetime.
The best way to prevent cyberbullying or to stop it in its
tracks is to be aware of your child’s behavior. A number
of warning signs may present themselves.
A child who is bullied may shut down their social media
account and open a new one. He or she may begin to
avoid social situations, even if they enjoyed being social
in the past. Victims (and perpetrators) of cyberbullying
often hide their screen or device when other people
come into their vicinity and become cagey about what
they do online. They may become emotionally distressed
or withdrawn.

Talk to your child about cyberbullying.

6. Privacy and information
security
As parents, we are most concerned about the effect of
the online world on our children’s emotional and physical
well-being. It’s easy to forget that children are susceptible
to information security threats that can cause significant
financial harm.
Threats such as malware and viruses, phishing
scams, and identity theft can have a much better
chance of hitting a child – being so much more trusting
and less experienced than us adults. To kids, sharing
their personal details, such as their full name or where
they live, may not seem like such a big deal. They may
even be tricked by a malicious third party into
sharing your own credit card details.
There are a number of ways that hackers and thieves
can get information out of children. Free downloadable
games, movies, or even ringtones that market
themselves to children can place viruses onto your
computer and steal your information.
Hackers posing as legitimate companies, like Google,
send emails asking for your child’s password.They may
also pose as one of your children’s friends or even a
relative.
What should you communicate to your child?
Have a discussion with your kids about the big
threats online today. Make sure they know what
a phishing attack and a disreputable games
website looks like, so they know not to fall for
these scams. Also, emphasize the impact that a
virtual cyber attack will have in the real world.
Make sure they keep all of their information
private and that they never publish their full name,
phone number, address, or school they attend in a
public place.
Talk to your kids about passwords. Having a strong
password is the first and best measure to prevent
hacking and identity theft. Using a secure
password generator like the one we created is
great for this occasion, and trying out passwords
together is a fun way of ensuring your child’s
password is as strong as possible.
Tell your kids to avoid using public wifi – this is an
easy way for hackers to get into their devices.
Talk to your kids about identity theft: once a
cybercriminal has their data, they can do things in
their name and even hurt people – and it will be
extremely hard to stop.
What you can do to create a safe environment:
Install a strong antivirus program on your home
computer and the devices of all family members.
Install a VPN (virtual private network) on your
computer. This is a software that encrypts your
connection and anonymizes your web browsing. It
will make it far harder for hackers to access and
steal any private information.
If you and your kids use a lot of different devices
around the house, consider installing a VPN on
your router. That way, all internet traffic that goes
through the router will be protected, without having
to install the VPN on every device.
Install an ad blocker so your children won’t have to
face deceptive advertising that encourages them
to download malicious programs onto your
computer.
If your kids have smartphones, make sure that
their security settings are set to maximum.

Teach your kids the importance of keeping their information and
devices safe and secure when going online.

7. Viewing inappropriate content
online
Because the internet is so open and public, it is also a
place where kids can stumble upon content intended for
adults – content which they may find upsetting, confusing
or distressing. “Inappropriate content” can mean many
things to many different people, from swearing to
violence to sexual nature. Also, our kids might be
exposed to political or religious ideas we don’t see fit for
them.
It’s not easy, but eventually, every parent will need to
have a conversation with his children about what they
might see online. Many children don’t go to their
parents when they see something they perhaps
shouldn’t have seen, for fear that their parents will be
angry at them, and take away their devices or internet
access.
If your child comes to you with this type of issue, the
best thing to do is to respond calmly and be open to
discussion. If the content under discussion is sexual,
your child will likely be embarrassed already, particularly
when talking to their parents about these kinds of issues.
Let them know you are there for them and are ready to
answer any questions without judgment.
Young people may see sexual content online for all kinds
of reasons. They may have seen it by mistake, a friend
might have sent it to them, or they may have sought it out
themselves out of natural curiosity.
It helps a great deal to talk to your kids honestly and
frankly about sex, and a discussion about online
pornography is a crucial part. A lot of research has
shown that pornography can have a detrimental effect on
young people, giving them distorted and unhealthy
notions about sex. Pornography can also lead people to
think of others as objects, rather than people with
thoughts and feelings. At the same time, it’s totally
normal to be curious about sex and relationships. This
conversation is a great opportunity to direct your
kids to positive resources about sexuality.
There are also a number of steps you can take to try
to prevent your kids from being exposed to content
they’re not ready for, like setting up parental controls on
your internet connection. Remember, though, that
technical fixes can’t replace open communication with
your child.
Communicate with your child:
Let your kids know that they can always come to
you if something is bothering them, or if they have
questions about anything they have seen online.
Let them know that it’s totally normal to be curious
about sex. Direct them to positive online resources
like Brook and Thinkuknow. Thinkuknow is
particularly good for younger children, and it
includes different, age-appropriate sites for
different age groups. You may find it helpful to look
through the site together and discuss some of the
issues.
Steps you can take to block inappropriate content:
Set filters to block inappropriate content like
pornography. Your ISP (internet service provider)
should provide free parental controls, as should
most gaming consoles. These are usually pretty
easy to set up.
Set Google to “safe mode,” so that your children
won’t inadvertently see inappropriate content in
search results.
Install an ad blocker to prevent viruses that might
have inappropriate content.
Make sure your streaming services have active
child protection profiles, so your kids won’t stumble
upon rough content while browsing Netflix for
cartoons.

8. Online predators
In our last section, we take a look at the darkest and
scariest online threat of all: online child predators.
According to the US Department of Justice, 13% of
young people with internet access have been the victims
of unwanted sexual advances, and one in 25 children
have been solicited for offline contact; 50% of online
victims of sexual exploitation are between 12 and 15
years old.
Predators engage in a practice called ‘grooming.’ In other
words, they attempt to form a relationship with a child
with the intention of later abusing them.
The internet has made life a lot easier for child predators.
Predators target their victims through any and all
online mediums: social media, email, text messages,
and more.
Predators often create multiple online identities, posing
as children to trick kids into talking to them. They
discover as much as they can about the children they are
targeting by researching their social media profiles –
Facebook, TikTok, Snapchat, and others.
They may contact a number of children at once, but tend
to concentrate their efforts on the most vulnerable. These
predators aren’t satisfied with merely chatting with
children online. They frequently trick or coerce their
victims into online sexual activity via webcam or by
sending sexual images. They may also attempt to meet
and abuse their victims in person.
It’s not always easy to tell if a child is being groomed,
particularly because most keep it a secret from their
parents. There are a number of warning signs:
children who are being groomed by predators may
become very secretive because the predator often
threatens the child not to share information with their
parents or friends. Children can also become sad and
withdrawn, distracted, and have abrupt mood swings. It is
absolutely crucial to let your child know that you are there
for them and that they can talk to you about anything.
What should you communicate to your child?
Have a discussion with your child about the
risks of online predators. Make sure they know
to be careful about who they talk to online, and not
to share any personal information with strangers.
Tell your kids that they can come to you with any
problem, no matter what it is.
Think about working through some educational
content with your children relating to this topic, like
the excellent videos at Thinkuknow.
If you think that your child is at risk, seek support
from their school, a social worker, and the
police.

Conclusion
There are lots of different technical tools available out
there to help keep your kids safe online. These vary from
VPNs and antivirus software to internet filters and
parental controls. But none of these are really enough
to help keep your child safe.
As we’ve repeated over and over in this guide, the key
isn’t mastering a set of complicated technical tools. (In
fact, most are very easy to set up, so don’t let a lack of
technical ability hold you back). It also doesn’t mean you
have to master the latest internet fab every time one
pops up – believe us, you will never keep up!
The far more important, but also far more difficult task, is
to have frequent, open and honest discussions with
your children about their lives. Remember, internet
companies, social media networks, gaming providers,
and everyone else in the online space may be able to
help you set content limits, but they don’t necessarily
have your child’s best interests at heart.
The very best person to keep your child safe online
is you. Talking about how to stay safe on the internet is
an excellent conduit to build a trusting and positive
relationship with your child.
Internet safety needs to be a priority for every parent and
caregiver. If you have found this guide useful, consider
sharing it with friends and family via Facebook and
Twitter.

Feel free to share and copy this post or
parts of it to your site, blog, or social
networks. All we ask is that you attribute it
to us. We want to keep kids safe, and your
help to spread the word is important.
Click here to share it on Facebook or Twitter.
sources:
https://www.researchgate.net/publication/327167587_Co
nnecting_Adolescent_Suicide_to_the_Severity_of_Bullyi
ng_and_Cyberbullying
https://www.mirror.co.uk/news/technologyscience/technology/over-three-quarters-british-mums6455379
http://www.pewinternet.org/2015/10/29/technologydevice-ownership-2015/
https://jamanetwork.com/journals/jamapediatrics/articleabstract/2755656
http://www.theesa.com/wpcontent/uploads/2019/05/ESA_Essential_facts_2019_fin
al.pdf
https://patch.com/massachusetts/sudbury/bp–statsabout-online-predators-and-precautions-parec47b01a336
https://dash.harvard.edu/bitstream/handle/1/41672537/20
19-10_YouthAndCyberbullying.pdf
https://www.cdc.gov/injury/features/stopbullying/index.html
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Internet Safety for Teens, Kids,
and Students
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The functionality and convenience of today's Internet are truly staggering. At the
same time, it can be an immensely dangerous area for children, students, and
even non-tech-savvy adults.
Children of all ages spend considerable time surfing the Internet, it’s therefore
vital that both parents and teachers are forewarned about dangers that lurk online.
As importantly, they must be taught how to avoid them.
Below I have prepared Internet safety tips against the most common threats for
parents and teachers that will help to protect kids online.
The guide goes far beyond the simple usage of a VPN service. Here I will answer
the following crucial questions:
Why safety on the Internet is a big

Internet safety for elementary students

concern?
What are the online dangers for kids of all

Internet safety for middle schoolers

ages?
How unsafe is the Internet for college
students?

Internet safety for high school students
Privacy and security tips for college
students

Let’s start without further ado.

Why safety on the Internet is a big
concern?
To begin with, I want to quote Dr. Aric Sigman, a British musician, and
psychologist:

“

The problem with this generation is that we accept there should be limits on the
consumption of many things, such as sunlight or sugar and salt, but screen time is
not something that is thought of as consumption.

It is still true that today, despite the many warnings and news stories, safety on the
Internet is not considered to be a serious matter by parents. This is, quite literally,
a deadly mistake.
The National Center for Education Statistics (NCES) conducted a survey and
revealed that today children start using the Internet from the age of 3.

Another survey, which was carried out by parenting website Netmums.com, found
out that parents seldom know what exactly their children do on the Internet.
Moreover, they are not aware of how many hours their children spend surfing the
Net. Meanwhile, the number of threats children can face on the Internet is
enormous and growing.
The opportunities offered to students and children by the Internet today are too
numerous to list. Noam Chomsky, an American linguist, and philosopher
underlines that:

“

The Internet could be a very positive step towards education, organisation and
participation in a meaningful society.

While undoubtedly true, parents and teachers must admit that the dangers of the
virtual world are just as real as its benefits. Being fully aware of the threats posted
on the Internet is the key to protecting kids online.
However, before covering online dangers for kids of all ages, I want to emphasize
that not only school children but college students are also at risk while surfing the
Net. (Actually, in today’s complex cybersecurity environment even adults should
take some steps towards Internet safety.) Staying on college campuses, students
use their university email accounts, which are vulnerable to “phishing” attacks.
I also cannot but mention how addictive young people to cell phones are. They
spend 8-10 hours using their mobile phones: sending emails, checking Facebook,
surfing the Internet, etc. 60% of college students admit they might be addicted
to their smartphones. Meanwhile, exactly mobile devices are considered to be
extremely vulnerable and can compromise students’ privacy.
According to Digital Information World, young people at the age of 16-24 spend
on average 3 hours per day on social media. They spend far more time on the
Internet than people from other age group generations.

Now, when we know the statics and facts. It’s high time to know what online
threats for kids exist. This will help parents and teachers to learn how to protect
the iPhone of your child on the Internet, for example. As for online threats for
college students, I will cover the topic a little bit further.

What are the online dangers for kids of all
ages?
What are the exact dangers children of all ages can face while surfing the
Internet? Let’s have a look.
And then, in the next section, I will cover several safety rules that teachers and
parents should follow in order to ensure online privacy and anonymity for kids.
What online dangers for kids exist today?

Cyberbullying
In today’s Information Age, cyberbullying is a new form of bullying. It is considered
to be even more dangerous than in-person bullying because it can occur at any
time and wherever a child is. Needless to say how difficult for children to avoid
cyber harassment.
According to Ditch the Label, an anti-bullying organization, 17% of children have
experienced cyberbullying. They also revealed that it had the following impacts
on children:
41% developed social anxiety;
37% developed depression;
26% had suicidal thoughts;
26% deleted their social media profiles
25% self-harmed;
24% stopped using social media;
20% skipped classes;
14% developed an eating disorder;
9% abused drugs or alcohol.
The key here is that cyberbullying is able to impact a child’s mental health and
increase the chances that a kid will have poor social relations during all his life.
The same survey found out where people are cyberbullied more frequently. It
turned out the Instagram is the least safe social network for kids. Facebook is the
second one.

Cyber predators
Protecting a child online, parents and teachers should know who are cyber
predators, or online predators. They are those people who use the Internet in
order to exploit children for various purposes (most often sexual). In this regard,
many parents in the USA use VPN services.
According to the University of New Hampshire, as of 2010, 9% of kids received a
sexual solicitation. The New England Journal of Public Policy claimed that chat
rooms, social networks, chat rooms of multiplayer games are the most common
areas where contacts with online predators happen. The journal also has
information on those children who are more susceptible to victimization. Among
them:
Boys who are gay;
Children who have already experienced sexual or physical abuse;
Children with poor relationships with their parents;
Children who have risky online behavior or talk to unknown about sex.
However, it doesn’t mean that only these groups of kids are cyber predators’
victims.

Offensive and inappropriate content
In general, the Internet for kids is far from being a secure neighborhood. Here a
child can come across inappropriate and offensive content. In many cases, it even
doesn’t require efforts to find it. Pornography or racist/hate messages may
stumble upon a child accidentally. According to statistics on guardchild.com, 70%
of children aged 8-18 have accidentally faced online pornography, while benign
browsing on the Internet.
What’s even worse, 17% of kids at the age of 8-12 receive messages with
inappropriate content. And less than 10% of parents know about it.

Downloading malware
Computer safety for children is immensely important as well. Actually,
cybercriminals often use malware in order to steal personal information. Malware
is any malicious program or code that is aimed to do harm to systems.
Today hackers know well how to trick people to download such malicious
programs. As a rule, naive children often rise to the bait. Just think about how
appealing for children the offer to download a free game will be.

Falling for scams
Protecting a child online, we shouldn’t forget that even adults fall to suspicious
offers on the Internet. Of course, your child is hardly going to fall for a “Nigerian
scam” offering him a huge amount of money. Though, such scams as free games
or great discounts can appeal to children.
Together with mentioned above scams, there are also the following ones:
Online contests: as children love to play and win, they are extremely vulnerable to
this type of scams. They do not understand that the main purpose of such content
is to collect information or identity theft. Nobody wins here and the prizes are not
real.
Fake membership: small children are usually excited to become a member of a
club. However, such “membership” can result in getting the bill for parents.
Uncommon notifications: popping notifications that warn about viruses or using
an old browser in most cases are scams that children should be aware of.
Torrents: kids and students tend to use torrenting to download video and music.
Such files often contain malware.
It is just a few examples of popular scams that school children can fall for. College
bounds kids and college students are more suspicious of others. In this regard, it
would be better to mention them in the section about online threats for college
students.

Posting too much private data
What is the definition of "online privacy"?
In short, it is how protected you are on the Internet. In other words, it is your
privacy and security level of personal information published on the Internet.
According to emarsys.com, today there are 3.2 billion social media users. It is
about 42% of the population. Besides, 56% of children have their own accounts on
this or that social network. The average age of teens who sign in for the account
is 12.6 years.
However, children do not completely understand what data is better not to post on
the Internet or social networks. Meanwhile, providing such personal information as
a phone number or address can lead to identity theft.

The peculiarities of children's Internet use in Africa
Of course, not only European and US children suffer from cyber threats on the
Internet. According to the “Kids Online” study, which was launched in 2016, the
most common online dangers for children in Africa are sexual imagery/sharing and
meeting up with strangers they met offline. That's why it's recommended to
use VPNs in the UAE, Egypt, and other countries on the continent.
The following statistics is a source of concern: one in three children in Africa were
exposed to hurtful messages and violent images on the Net; two in five children
chatted with a stranger on the Internet.
To take the right steps towards children’s online safety in Africa, certain
peculiarities should be taken into account:
Most children in Africa access the Internet with the help of mobile phones but not
tablets or desktops.
Children often use the internet for learning, socializing, and playing games.
However, they do not use it for school work. The Internet is mainly used at home.
Teachers do not encourage students to use their phones during classes and
usually check if learners’ devices are off.
A child will rather share with another child in case of experiencing some upsetting
things.
Adults are not more technically advanced that children. Actually, they have the
same level of this skill.
Even though a large number of children in Africa dependent on elder family
members as their caregivers, parents or grandparents are far not always involved
in their children’s internet use and do not get a sense of what their children are
doing online.
Taking all these into consideration, it becomes clear how crucial parents’ and
teachers’ support around children’s safe internet use in Africa.

Online safety rules parents and teachers
should know
As you can see, the number of online threats for children is tremendous. Today
every cautious parent has a question: “How to protect my kids?”.
However, child online protection is not an easy task. It requires knowing certain
Internet safety tips for kids and teens. And in this section, I’m going to share them
with you.
The rules are divided into 3 different sections in order to find online safety tips for
kids of a certain age. They will be also useful for those teachers who want to know
how to protect children on the Internet.
Ready! Let’s start then!

Internet safety for elementary schools
So what teachers and parents should do in order to guard elementary school
children against online threats? Here are some ideas:
1. Make sure your kids use the Internet in secure and safe ways
In order to guard them against offensive content, it’s better to use safe search
features of well-known search engines. This guide will help you to turn it on for
Google.

The home page of Kiddle, a child-friendly search engine
However, a more reliable way to avoid inappropriate content is to use childfriendly search engines. Here are some examples of search engines that are safer
for children and do not contain ads:
Kiddle
Kid’s search engine
Kidtopia
DuckDuckGo
Teach The Children Well
2. Turn on screen pinning function
The function is immensely helpful for Android users. It allows pinning only one
app, whereas other functions of a smartphone are locked.
I followed these steps to enable the function on my version of Android: Settings
→ Security → Other Security Settings → Pin windows.

The process of enabling screen pinning on Android
After enabling the function, open the needed app, and tap the overview button.
You will see a pin button in the bottom-right corner of the application overview,
click it. Now you only have to confirm your actions. That’s it.
3. Add your kid as a friend on social networks
Do you know that 83% of parents are friends with their children on Facebook?
Actually, it’s a good idea! It will help you to identify and avoid problems before
something goes wrong. Don’t be too intrusive, though. Your kids can become
more secret.
4. Limit time for online activities
Well… We have already known how much time schoolchildren spend on their
gadgets. However, it’s important to set limits for elementary school children.
According to centerforparentingeducation.org, children under 10 should stay
online no more than 1 hour per day. It's necessary to know not only about his or
her access to Kodi but to different sites as well.
5. Talk to your children
Teachers and parents should talk to their children: educate them about risks they
may face on the Internet and help to understand that they shouldn’t send photos
to strangers or share their ages, phone numbers, addresses, names with unknown
persons on the Internet.
Teachers may include Internet safety lessons for elementary students in the
timetable. Tell kids that they should share passwords only with their parents and
tell an adult if something creepy happens.
Keep computers in the classroom in a proper place. So you can see what children
are doing. And, of course, view your own online habits because you are a role
model for your kids.
If you aren't sure that you are good at some tech terms, here's a good dictionary.

Internet safety for middle schoolers
Internet safety for middle schoolers includes the following tips:
1. Explain how cyberbullying “feels” like
Despite many middle school children know what cyberbullying is and how it looks
like, they may still do not understand they participate in cyberbullying. The
perpetrators think that they will not do much harm to the victim.
However, we have already known the serious consequences of cyberbullying. In
this regard, children should understand how cyberbullying “feels” like and know
what is empathy.
For parents, it’s better to agree on clear rules on how much time your kid will
spend on the Internet. Explain your child, what cyberbullying looks like, how it
might feel, and its consequences.
2. Teach children to avoid online scams
Despite there are a lot of types of online scams, it’s easy to avoid them if pay
attention to specific signs. What are they?
Harsh language
Emotional manipulation
Errors
Tell your children about them. Offers for foreigners are also worth mentioning.
Educate your children to ignore messages from unknown senders and those
requests that require giving money or asking for it. Besides, it's required to protect
your Mac, Android, or Linux device.
3. Tell about warning signals of an online predator
Protecting children online we shouldn’t forget to explain to them who are online
predators. Otherwise, they will be not able to identify them on the Internet.
Here are some warning signals:
An unknown person is overly friendly
Asks for an in-person meeting
Comments on the child’s appearance (on social media)
Tries to scare a child
Asks personal information
You should also make sure your children know what is grooming. It is a period of
time when a predator tries to gain the trust of your child. A person may lie about
his age and interests, try to find out the personal information of a child.
4. Protect students’ privacy
In 2017, children and parents: media use and attitudes report revealed that 46% of
11-year-old children and 51% of 12-year-olds have their accounts on social
networks.
With that in mind, it’s highly recommended to make use of privacy settings on
various social media.

Privacy Settings of Facebook
As today the main danger of social networks is that anyone can know a person’s
location while making posts. It would be handy to turn off a location function in
order to protect kids. It is also recommended to switch this function off on their
smartphones.
5. Use parental control software
For those parents who take safety on the Net of their children extremely seriously,
I would recommend using parental control software. Such services will help you to
monitor your child’s devices. With the help of parental control software, it is
possible to block access for children to unwelcomed websites. Besides, you will
be able to monitor children’s messages and contacts.

Internet safety for high school students
All tips that were mentioned above are suitable for this group of kids as well.
However, taking into consideration the age peculiarities of high school children, I
would like to provide additional tips for the children from this age group.
1. Create strong passwords
Creating strong passwords for children’s accounts is crucial. Remind your kids that
their passwords shouldn’t be shared with others.
It’s recommended to use long and secure passwords, which do not include names
or other identifying data that can be easily guessed by a malefactor. The password
should consist of a combination of numbers and letters and look like gibberish.
2. Do not leave digital footprints
A child should realize that no matter what he or she has deleted online, this
information will never go away. In this regard, teach your children that privacy on
the Internet is a big concern nowadays (ExpressVPN can help).
As well as middle schoolers, high school children have to set up properly their
privacy settings on social media. It even would be better to make an account
private.
Another danger related to social media is that a lot of scammers use social media
in order to play a trick with a person. The try to incline a victim to click a malicious
link or attachment. That’s why the following tip for high school children is…
3. Secure children’s computers
Malware is not simply a virus that does harm to a computer. Its main danger is that
it can sneak into a computer and grab its user's personal information. There are a
lot of different types of malware that can bring harm to your child, among them are
worms, Trojans, spyware, and others.
The easiest way to avoid downloading malware is to install antivirus software on a
kid’s computer. Trustworthy antivirus is able to prevent, detect, and remove
viruses from a device.

What are the online dangers for college
students?
Undoubtedly, those online threats that kids can face on the Internet are also risky
for college students. However, in this section, I want to cover more specific
dangers for students when staying on the college campus.
Let’s continue without further delay.

Cyberstalking
Do not confuse cyberbullying with cyberstalking. Their main difference is that the
last notion refers to criminal actions. To be more exact, according to ojphi.org:
"Cyberstalking represents a new form of behavior where technology is used to

harass one or more individuals."
Here are just several examples of cyberstalking:
Hacking a victim’s account and posting offensive comments or material;
Creating a malicious website, writing fake posts about a victim;
Posting fake or real sexual images of the victim.
According to statista.com, people at the age of 18-30 are the most susceptible
age group to cyberstalking.

As you can see from the infographic only 2% of children under 18 have
experienced cyberstalking. However, it does not mean we shouldn’t stay alert.
They often use portable gadgets. Thus, it's better to safeguard Android.

Phishing
Cybersecurity experts call phishing the use of email in order to trick people by
posting malicious attachments or links that a victim will click. The impacts of
phishing can stay far beyond monetary boundaries. It is used not only to disrupt
computer reputation, steal money but also destroy important information of a
victim and even ruin the reputation.
Taking into consideration that college students use their personal and university
email accounts, it is vital to know how to avoid phishing.
Besides, wombats’ research shows that adults aged 55 and older know better
what is phishing. Only 61% of US respondents between ages 18 and 29 answered
this question correctly.

College scams
I have already mentioned which scams target children. However, there are also
other scams that college students can fall for. What are they? Here are some
examples:
Fake credit cards: Scammers know how students love credit cards. They create
fake ones in order to get valuable sensitive data of a user. That’s why it is crucial to
select only reputable and well-known banks.
Fake Jobs: It is necessary to know that real jobs on the Internet do not require
paying a fee, let’s say, for fake equipment or training. Students should stay alert
and do not allow scammers to play a trick on them.
Tuition scam: Scammers can also inform a student that he or she is about being
behind on their tuition and if a credit card payment isn’t made immediately, a
student will be dropped from classes.
Among other college scams, there are upfront fees for something, behavior
blackmail (where college students are captured on video in order to ruin their
reputation), housing scams, etc.
Particular attention should also be paid to such technology-related scams as free
public Wi-Fi or phishing scams.

Privacy and security tips for college
students
College students themselves are responsible for their privacy and security on the
Internet. Staying on the campus, they do not always have access to a secured
network. Together with such online dangers as malware and data theft, they may
face cyber stalking, phishing, and other threats.
Though, the following tips can help them to take some steps towards safe online
browsing:
1. Learn to identify phishing
Today phishing is one of the most widespread methods of cybercrime. According
to the Data Breach Investigation Report, phishing takes about 32% of all types of
cybercrime. In this regard, it’s vital to know its warning signals. Among them are:
Grammatical errors
Threatening language
Misspelled domain names
Suspicious attachments and links
The message asks for personal data
Sometimes, it is difficult to differentiate a safe email from a malicious one. These
samples prove how many various approaches malefactors use in order to steal
your private data.
2. Use two-factor authentication
If you have the opportunity to use two-factor authentication, you should make use
of it. Let’s say, a cybercriminal was managed to know the password from your
Google account. However, he will not be able to sign in as he needs a verification
code that was sent to your smartphone.
3. Use VPN and antivirus software
Have you heard about VPN software earlier? Meanwhile, VPNs, like NordVPN, are
perfect tools that hide your IP address on the Internet. And if your IP is hidden,
you are invisible on the Internet and safe. Today VPNs are the best services for
guarding your private data on the Internet.
Together with VPN services, antiviruses are also extremely helpful. To avoid
malware, install a secure antivirus program that will detect and remove viruses
before they do harm to you.
4. Back up data
Another tip that worth mentioning is backing up data. There is always a chance
you will spill a drink on your laptop or there will be accidental deletion of data that
can be extremely important for your study. In this regard, it makes sense to sign in
for an online backup service that will protect you against such failures.
5. Stay alert
Of course, the above mentioned online privacy rules are useful. However, they
are worth nothing if you are not alert while surfing the Net. Think twice before
clicking this or that link, be aware of suspicious messages, study what is
cyberstalking and cyberbullying. And trust no one on the Net.

Conclusion
The facts and statistics that were covered above show how unsafe kids, teens,
and college students are on the Internet.
Luckily, there are certain online safety measures that will help parents and
teachers to safeguard children against various dangers. There are as well useful
security tools like free VPN services that are able to upgrade children’s security
level on the Internet.
Stay safe and be alert to danger signs on the Internet in order to protect kids
against all types of cyber threats.
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Internet safety
How can we expect to protect our children from online pornography,
when even the people working in the industry are responsible for
posting pornography on websites easily accessible by children?
Only recently, Cityfibre Entanet head of marketing, Darren Farnden,
used an KTM motorcycle online forum, not to discuss motorcycles,
but to share his large collection of pornography and discuss his
sexual preferences. Surprisingly he used the same forum to boast
about his job title, even providing a link to the Cityfibre Entanet
website.
Unbelievably, Cityfibre Entanet seem happy to turn a blind eye to his
behaviour as he maiintains his position in the company. In my
opinion, these people are only interested in making money and have
poor business morals. This is the behaviour of a company that's been
awarded government contracts to lay parts of the UK's fibre optic
network, therefore partly financed by UK taxpayers.
Surely these people should be setting an example and distancing
themselves from such behaviour!
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Ollivia
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The way kids use internet
The Internet is great, but not all the opportunities it provides are
beneficial and safe. So, it's great the articles like this one are still
relevant. I understand that many kids are born with gadgets in their
hands already and that many children are more OK with online
activity and different devices than the older generations. But, Parents
should be more attentive towards the way their kids use the internet.
There are so many inappropriate website and programs. Every
second ad that pops up is a scam. Personally, I try to protect my kid
from different online issues without being too intrusive. Now, I'm
considering installing some kind of a parental control (found this one
https://www.mspy.com/faq.html and it looks reliable). You know, when
you work with programs like that - it's not always spying. I just want to
know my kids are protected online.
reply

Dean Chester (36
years old, “know the
ropes, 100%”)
I grasped the science of
cybersecurity in practice:
tutorials, conferences, forums,
etc. What I have sized up is that
“If you don’t pay for the product,
you are the product”

About us

Contacts

© 2020 VPN-review.com

Best
Ratings

Our Top
Reviews

VPNs by
Country

VPN for Netflix

ExpressVPN (Read

VPN for USA

(Read details)

Review)

(Read details)

VPN for Torrenting

Nord VPN (Read

VPN for UAE

(Read details)

Review)

(Read details)

VPN for Mac

Surfshark (Read

VPN for UK (Read

(Read details)

Review)

details)

VPN for Android

CyberGhost (Read

VPN for Canada

(Read details)

Review)

(Read details)

VPN for KODI

IPVanish (Read

VPN for Australia

(Read details)

Review)

(Read details)

Privacy Policy Terms and Conditions

Home

Programs by State

Scholarship Program

Medical Assistant Careers »

Interviews »

The Ultimate Internet Safety Guide for Parents & Kids
Why Medical Assisting?

It’s hard to truly explain how impactful the internet is to our lives.
From educational resources to new forms of entertainment, the

Employment of medical assistants is projected to

internet connects us to essentially everything we might need in terms

grow 29 percent from 2012 to 2022, much faster

of information and technology. We even use it to replace other forms

than the average for all occupations. - BLS.gov

of technology we’ve relied on for years, like television, books, and
radio. For every internet user, it’s important to know the basic ways in
which everyone can stay safe online. It’s typical for internet users to
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first be exposed to the tool as young as three years old. Furthermore,
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it’s often the case that by the age of 13, children are regularly using
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the internet for informational purposes as well as entertainment.
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As the internet continues to change, so too do the best practices for

Medical Assisting

internet safety. With new websites, apps, and online features being
created each day, the room for privacy and data risks increase. It’s not

Medical Assistant Exam

that the internet is some evil place where you always need to be on
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alert; the real risk is not knowing what to look for in terms of

Medical Assistant Certification

questionable behaviors and practices online. Well, look no further!
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Interviews

In this article, we’re going to break down the basics of internet safety

How to Write a Medical Assistant Resume

and privacy. We’ll also look into some key areas of interest for adults,
parents, and kids. Lastly, we’ll glance into the future of internet safety
and make sure to keep our eyes on what’s to come on the internet. The

Nursing
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best place to start is always the basics. Let’s talk about some of the
essential need-to-know aspects of internet safety and privacy.

Internet Privacy and Safety Basics
To begin our discussion on internet privacy and safety, let’s start with

Medical Assistant Schools by State

the basics. The internet is full of wonderful places to do everything
from starting a savings account to interact with other users about your
favorite movies and books. Digital spaces encourage collaboration,

Alabama
Alaska

communication, and community, but there’s also a dark side to things.
People online can attempt to access your personal and financial
information if you’re not protected. Protection can be as simple as a

Arizona
Arkansas

password and as complex as internet connectivity and data encryption.
Let’s talk about the basics you need to know to stay safe online, no
matter your age or familiarity with the web.

California

Passwords
Colorado
Connecticut
Delaware

Nearly every website that requires you to make an account will use
some sort of password system. In many cases, the password function
requires users to create a unique set of characters and symbols to keep
your information private and secure. There are some password

Florida
Georgia

systems that require a PIN, or personal identification number, and
others that require a certain number of special characters and numbers.
The key things to keep in mind when creating a secure password come

Hawaii
Idaho
Illinois

down to uniqueness, variation in characters, and authentic log-ins.
For starters, a great password needs to be unique. It’s crucial to avoid
using your name, social security number, address, or other important
personal items of information in your password. Nouns, including

Indiana

people, places, or things you enjoy or own should also be avoided.

Iowa
It’s also very important to use a diverse set of characters. Sequential
Kansas
Kentucky

letters or numbers like “ABC” or “123” need to be avoided. Instead,
consider using a password generator if you’re having a hard time
coming up with something on your own.

Louisiana
Lastly, authenticity checks are a new trend in password protection
Maine
Maryland

many websites are offering. The most popular form of authenticity
checking is a two factor authentication. This method includes
requiring a password as well as an email or text confirmation to log-in.

Massachusetts
Michigan
Minnesota

It might seem like overkill, but for crucial websites like banking sites
or other things pertaining to your identity and money.
Passwords are crucial for your safety online so you can protect
yourself against others obtaining your info. Another way hackers and

Mississippi
Missouri

criminals obtain info is over internet connections that lack security
measures. Let’s explore Wi-Fi connectivity and safety now.

Montana

Wi-Fi Connectivity and Safety

Nebraska

The way in which we connect to the internet has changed quite a bit in

Nevada
New Hampshire

the last 10 years. From the days of dial-up to the vast wireless
networks we have today, connectivity has never been easier. Few
households still use ethernet connections, or any sort of cable wiring.
While Wi-Fi is much more convenient, ethernet has always been safer.

New Jersey
New Mexico

Wi-Fi safety comes down to whether or not a network is secure or not.
Criminals can use open Wi-Fi networks that you’d find at coffee

New York
North Carolina

shops, malls, or even auto repair shops to access your information.
The easiest ways to avoid networks that might be unsafe are
straightforward and easy to remember.

North Dakota
If you have to use a public Wi-Fi network, make sure it’s the real
Ohio
Oklahoma

thing. Some creative cybercriminals will create networks that look
like a business’ Wi-Fi account in hopes that you’ll log on and share
personal information. Anything as much as a password can lead

Oregon
Pennsylvania
Rhode Island

hackers to your address, bank information, and other vital sources of
data.
For this reason, it’s best to avoid public Wi-Fi when possible. If you
have to use it, avoid things like paying bills or logging into accounts

South Carolina
South Dakota

that might store personal information. On the bright side, cable
companies now offer free Wi-Fi outside the home just for being a
subscriber. So, if you have things like Xfinity or Time Warner Cable at

Tennessee
Texas

home for TV, phone, and internet, you can likely reach safe
connectivity anywhere you go. It’s not just the Wi-Fi to watch out for,
however. It’s also the sites you visit, and whether or not they are

Utah

secure or unsecure.

Vermont

Secure and Unsecure Websites

Virginia
Washington

A

West Virginia
Wisconsin
Wyoming

secure website refers to whether or not the website’s connection to the
internet is protected against criminals or not. In order to stay secure,
webmasters purchase an SSL certificate that protects a web address
from becoming vulnerable to hackers. With this security certificate in
place, a site is owned by the purchaser, and stays both encrypted and
authenticated while users visit the site. A secure website will always
start with HTTPS, with the last letter standing for secure!
Unsecure websites will simply start with HTTP, and are left
vulnerable to hackers. Visitors to sites like this are not secure in
visiting the site, and many browsers will warn you to be careful.
While some security and privacy issues are the responsibility of the
webmaster, it’s important for users to know how to be safe as well. If
you see a site that isn’t secure, avoid visiting it, especially if you’re
not sure who runs the site or what’s on it.

Social Media and Digital Communication
We’ve reviewed a lot of technological privacy and security concepts,
but being safe online goes further than that. There are millions of
people around the world online using social media channels. Digital
spaces are great for keeping in touch with friends and loved ones,
meeting new people, and sharing big ideas. It’s up to you, the social
media user and internet consumer, to act responsibly online as well.
Some people don’t need hackers to steal their info; they put it online
themselves! While you might not sharing some info about yourself
online, you never know who can see what you post. Every social
media channel has their own social media regulations, all of which
abide to a greater set of laws on social media privacy. Be sure to know
what is and isn’t visible, and always assume people can see the things
you are posting to ensure the utmost security!
As we transition into internet safety for adults, parents, and kids, keep
in mind the above privacy and safety basics. Let’s start first with
internet safety information that pertains to adults and things like work,
media literacy, and online banking.

Internet Safety for Adults
Internet safety is more than just knowing what sites are safe and how
to connect to the internet in a safe manner. Some of the biggest
struggles of adulthood are made easy thanks to the internet.
Everything from the work day to balancing a checkbook is much
simpler and always with you on-the-go thanks to online services. Of
course, that also means they come with their fair share of safety
concerns as well. To stay safe online as an adult, make sure to always
exercise knowledge and caution when at work, while banking online,
and when reading news and information.

Internet Safety at Work
No matter what industry you work in, computers and the internet
probably have a big part to play in regular operations. There are plenty
of threats you can come across at work, and unfortunately, they’re not
always restricted to the digital sphere.
First thing’s first, make sure you don’t treat your desk like you’re
actually at home. This means making sure to never write down
internet passwords. Especially if they pertain to sensitive, workrelated information, you want to keep those as secure as possible.
Coworkers might be trustworthy, but you never know who might be in
the office for a meeting, delivery, or visit. It’s not a bad idea to keep
everything off paper, and if you have to write it down, put it in a note
on your smartphone. Of course, make sure to keep a security lock on
the phone as well!
Another huge threat facing adults at work are phishing scams.
Phishing scams at work usually look a lot like work-related emails. A
lot of times, the content will seem tailored to you, or maybe even
impersonate someone you know or work with. To avoid phishing
scams, always ensure the emails you open are from known addresses.
For example, someone’s name at “gmail.com” might look right at first
glance, but they might actually use a work email, and you know they
don’t send work content from personal accounts.
Social media phishing and other scams commonly target workplaces.
Be sure to check with your boss on your company’s internet safety
rules and regulations. Be sure to also double check that your work has
some sort of security system in place. Knowing what the protocols are
can help fix a problem that arises before it causes major problems.
At work, you want to keep business-related information private and
internal. Of course, this also goes for your banking and financial
information as well.

Banking and Financial Information
When it comes to sharing information online, no data is more at-risk
for hacking and crime than financial information. Whether it is for
your checking account, a mortgage payment, or credit card
management, online banking is as convenient as it is vulnerable.
Banks and lenders know that the information they hold is valuable, so
they go above and beyond to protect their websites. Of course, that
means you need to do your part as well.
A great first step to banking security online is log-in management.
This is a situation in which many would recommend a password
generator. These passwords are not something you choose, but rather a
random sequence of characters and symbols. They’re often more
secure, and harder to crack if you’re a hacker.
Another great thing to access is email alerts for financial transactions.
Whether its a $5 deposit or your latest paycheck, you’ll be alerted via
email, or text if you choose, when money goes in or out of your
account. This is a great way to have internet security, even when it
might seem like extra work. Nobody likes a cluttered email inbox, but
it is much worse to have your identity stolen and lost money.
Lastly, always be sure to keep your banking apps updated to the latest
software update. Banks often add extra and new protections in their
updates, and the older the software is on your mobile device, the more
likely it is that hackers have developed ways inside its protective
restrictions. You can always set your phone or tablet to “Automatic
Updates” if you think you won’t remember. That way, you’re always
safe on the update front, and can focus on strengthening your online
banking security measures in other areas.
Security and safety online doesn’t just mean avoiding hackers. It also
means knowing the difference between trustworthy sources of
information and misleading outlets of news and reporting. It’s a
responsibility for every internet using adult to be media literate, which
is what we’ll focus on next.

Media Literacy and “Fake News”
With the “World Wide Web” wider than ever before, it’s easy to find
an article or news piece online about something important. Just typing
in “2020 Elections” can lead to a number of search results. While
search engines look for news that is relevant to your search inquiry,
it’s not always the most trustworth.

Media literacy is a concept that seeks to make adults, and kids as
they’re taught by adults, educated in the qualities of truthful,
trustworthy information. A key component of media literacy is the
ability to individually decode the things we read online for honesty
and accuracy. For example, we know outlets like The New York
Times, The Washington Post, and the Wall Street Journal to be
reputable news sites. They have journalists on staff which abide by a
set of rules for honest reporting. Other sites don’t take these steps
towards accurate reporting and information.
Fake News is a term that gets thrown around a lot nowadays, but it’s a
big problem. It’s our civic responsibility as adult internet users to
know the difference between accurate information and lies meant to
serve some other purpose.
Media literacy makes us better consumers, more informed voters,
better critical thinkers, and other various forms of more complete
individuals. The goal isn’t to argue better with others about politics or
current events; the goal of media literacy is to better educate all
involved in our society. When truth and facts are held up above lies,
deceit, and slander, we’re all happier and better for it.
Lastly, media literacy is something adults must practice to help teach
kids how to responsibly use the internet. As we’ll get into during our
next section, parents have a whole other set of responsibilities on top
of the internet safety concerns of being adults. Here are some key
things to know about parenting in the digital age.

Internet Safety for Parents
Parenting is tough work, but with the internet, the job is a whole lot
tougher. Access to information in mere seconds connects kids to
websites, people, and media content they might not be ready to see.
Whether its a video unfit for young eyes or music containing explicit
content, the job of a parent isn’t to keep kids away from the internet.
Rather, parents need to take steps to prepare their children to be
responsible internet users. Of course, temptations to access the
internet and content not fit for kids might be present, but there are
great internet safety tips for parents worth reviewing to help make
children and their internet use a more beneficial relationship.

Privacy and Safety Tools
There’s nothing more vital to a child’s safety online than their privacy.
Many parents know safety comes down to a child’s ability to use the
internet and avoid harmful content and sites, but methods vary. A
popular way to protect kids online is to set up parental controls over
what a child can see and access online. This could block things like
non-educational websites, or simply filter out things that are
unsuitable for young eyes. It’s great for blocking things you know
pose a threat, like adult-oriented websites or images and videos of
violence, but what about the child’s privacy as well?
As we’ve mentioned above, privacy is a concern for kids because they
don’t fully know the ramifications of the internet. They might think
it’s okay to share information online you know isn’t appropriate or
safe. Protecting a child’s privacy online isn’t just about blocking
things. It means having a real plan in place to make sure they’re not
participating in inappropriate behavior. Friending a child’s social
media accounts, or prohibiting their presence on social media, is
recommended.
There are plenty of tools for keeping your child’s privacy protected
online. It’s up to each parent or set of parental figures to decide what
the best course of action is. The top ways to go about protecting
children online include setting internet rules and monitoring with
parental controls. It’s also helpful for parents to know what websites
collect personal information. If a child visits a site that takes their
information, their safety can be at risk.
The goal is to allow kids a safe way to learn the reaches of the
internet. Keeping them away from it does no good, as they’ll need to
use it once they get older. Setting rules is a great way to start with
proper internet use for kids, and parents should know the best
practices for doing so.

Setting Internet Rules
A huge help in the process of teaching your children internet safety is
setting ground rules. While it’s important to explain things to them,
it’s also good to set boundaries that help keep them out of trouble. A
few of the basic rules you should implement include time restrictions,
communication about their time online, and clear guidelines as to
what they’re allowed to do while online.
For starters, children should not be allowed to access the internet
whenever they feel like it. During times when they are home alone, or
even late at night when you are home, children may be tempted to
visit websites they’re not supposed to. Without proper knowledge of
internet safety, this can lead to information theft, viruses, and your
child being exposed to content you don’t want them to see. A lot of
parents choose designate internet usage times for children. This helps
establish times where it’s okay for them to be online, but you’ll also
want to be sure you know what they’re up to. We’ll get to monitoring
a little later, but communication also goes a long way.
You should know what your child is doing when they access the
internet. If they are online, and you’re not sure what they’re up to, be
sure to ask. They shouldn’t feel they can’t talk to you about how they
spend their time online, or else they might be doing something unsafe.
It’s natural for children to search for things they might not be allowed
to see, but you would rather them avoid those sites for their own
safety. Have conversations about adult or mature things they might
search online rather than simply punishing them or taking away
computer access.
Lastly, set clear guidelines so they don’t accidentally do things you
don’t want them to do. If they’re not to watch r-rated movies online,
or spend time using the computer for fun before homework, establish
these rules right away. This helps keep things simple if you have to
punish them, and makes it obvious that internet rules need to be taken
seriously.
Lastly, monitoring and other forms of parental control might be
necessary to ensure your child’s safety online.

Monitoring and Parental Controls
Many parents worry about what their child does on social media or
during time spent on the internet. As a parent, you have a duty to keep
your child safe, and that might involve monitoring your child.
Whether its social media and account access, public use of the
computer, or actual parental monitoring software, you have options.
Some of which can be effective, but not too popular.
An easy place to start is that some children might want their own
account on a computer with a password. No passwords that keep you
from their things should be in place unless they are old enough to
make smart decisions online. Any child younger than 16 should not be
using a password for the computer. Likewise, you might want to
consider whether or not you want their social media passwords or not.
Monitoring kids online for parents is a lose lose situation sometimes.
That being said, you can always give them the ability to have a bit of
privacy if you know you can keep an eye on them in other ways.
A good example of non-spying methods of monitoring for kids is
keeping their computer privileges to shared spaces in the home. If
they’re really upset about not getting to use a computer in their room
with the door shut, they might be up to something. You don’t want to
assume the worst, but it’s your job to keep them safe. The dinner table
or living room is the best place to allow computer use while you’re
home.
Lastly, in a dire situation, computer monitoring software for parents
might be something to consider. If a child is proven to be
untrustworthy online, or maybe have caused problems in the past, it’s
a good option to let them know you’re aware of what they’re doing.
They’ll likely lose trust in you as you show a sign of not trusting
them, but if they’re proving you right with poor internet practices, it
might be your best choice.
We’ve talked about kids from the parents perspective, but what are
some kid-focused ways to practice safe internet use? Let’s move on to
safety online for kids!

Internet Safety for Kids

Staying safe online is easy for adults, but children don’t know the
risks that come with the internet. Things like cyberbullying, meeting
new people online, and media consumption can be a real threat to a
child’s wellbeing. We don’t expect kids to read this blog as much as
adults, so if you have a kid in your life that uses the internet, consider
reviewing this information with them. Likewise, the resources in this
section are great to help introduce kids to some easy to learn internet
safety tips. A particularly dangerous practice, cyberbullying, is a good
thing to teach and review with young ones in particular.

Cyberbullying
Cyberbullying is the act of hurting others on purpose via the internet.
Just like bullying someone in person, it’s a very impactful experience
for all involved. The bully is often expressing some sort of trauma or
distress they’re feeling. No matter their personal experiences,
however, it’s never okay to bully others, and cyberbullying is a huge
threat to the well being of kids as well as adults.
Children are particularly at-risk for cyberbullying for a few reasons.
The threat of cyberbullying for kids online stems from the
developmental process children go through. As kids learn about social
interaction, the treatment of others, and how to communicate
effectively, there are plenty of instances where bad behaviors go
unchecked. Children from homes without any real internet monitoring
or rules about being online are more likely to cyberbully others. Like
traditional bullying, cyberbullying most often starts with perpetrators
who have low parental oversight.
While adults need to keep an eye on children, it’s also important for
kids to help one another combat cyberbullying. Cyberbullying
prevention includes looking for signs in classmates, friends, and peers
who might be getting bullied online. Because of its negative mental
health impact, as well as psychological effects that come from online
harassment, it’s crucial that all involved be on the lookout for
cyberbullying to put it to an end immediately.

Meeting New People Online
The dangers of meeting people online are not limited to children.
Adults can also encounter issues from meeting new people over the
internet, but kids are most susceptible due to a lack of understanding
proper communication tactics and the dangers of online interactions.
The numbers are clear: kids are very likely to interact with a cyber
stranger.The data shows a majority of children either seek out or come
across a new person online and talk with them. The concerns
connected to meeting new people online often have to do with the age
of the child. For example, if an adult is seeking out conversations with
children online, it’s safe to assume their intentions are not pure. There
are plenty of problematic adults online who will try to meet children
and lure them to public meetups. This is where the security of a child
online comes in handy, and should be heavily monitored and regulated
by parents and adults in the child’s life.
The most enticing thing for some children online is the ability to make
friends. Not everyone is great at making friends in person due to
social anxieties and awkwardness. Therefore, it might seem easier for
children to make friends online. Online interactions can be misleading
for kids because if they come across a message board for a game or
movie they like, it might seem like they are among friends. At the end
of the day, kids need to know that it’s important to be cautious online
when meeting new people.
Overall, it’s not fair to say everyone online is out to hurt or threaten
children. It’s tough to generalize, but kids need to be taught the
concerns they must have when meeting people online in order to keep
themselves safe. They also need to understand the role media
consumption plays in internet use.

Games, Movies, TV Shows
The concept of an internet addiction is very real, and often develops in
children who are given unchecked access to being online. The most
popular ways for children to become addicted to the internet is
through games, movies, TV shows, and other forms of media.
For a child, internet addiction doesn’t seem like a problem In fact,
many kids grow up using the internet so often through school and at
home that they see it as normal behavior. In fact, young people
growing up today see media consumption as the primary source of
recreation. That’s not inherently bad, but increased levels of media
consumption over time can lead to a dependency on it. Whether a
child gets obsessed with video games, or maybe can’t seem to stop
watching Netflix without feeling irritable, it’s easy to mistake an
internet addiction as kids just being kids.
Like any internet usage, restrictions should be put on kids for games,
movies, and tv show streaming. This isn’t to punish them or limit
what they can do for fun; too much “screen time” is detrimental to a
child. Kids can develop antisocial behaviors when spending too much
time online, and another of other effects come with it. For one, kids
are more likely to be obese the less time they spend up and playing
and the more time they sit at a computer or tablet. Plus, children are
more likely to develop ADHD, depression, and anxiety if they spend
more time in front of a screen online than they do interacting with
others.
Even if a child doesn’t seem unhappy, increased internet usage is also
tied internet dependency. Not only will children feel a desire to spend
time online, but they’ll rely on it so much that they fail to learn other
vital skills. Reading skills, for example, are lower in kids who spend a
lot of time online. It’s crucial that this is kept in check for children, as
they often lack the ability to know when too much internet becomes a
problem.
We’ve touched on a variety of viewpoints from which you can
approach internet safety. Having covered the basics, let’s go over a
few advanced online safety concepts that might come in handy.

Advanced Online Safety
VPNs
As we’ve discussed, sensitive data at work or in your personal life
might be worth the interest of hackers and cybercriminals. For added
protection, many internet users purchase VPNs, or virtual private
networks, to enhance their security. A VPN is a network which
changes your device’s IP address and offers a new one. This helps
build a space between the internet and your connection, helping to
complicate the process of hacking your device on public or private
Wi-Fi connections.
There are a number of popular VPN providers, and they all work to
help enhance the security of internet users. Even if your home Wi-FI
network is secure, hackers can find a way in. A VPN helps add an
extra layer of protection to your digital files, sensitive information,
and other things you want to ensure stay private. On top of a VPN, the
type of internet browser you use can play a role in your online safety
as well.

Internet Browsers

Not all internet browsers are created equal. Some of the names you
hear often when discussing web browsers are popular for a reason;
they’re often the safest way to protect yourself against hackers.
Google Chrome and Firefox are the two top names in web browsing,
with other options like the Tor and Opera browsers close behind.
Others, while they may be free or offer some sort of perk, can be
problematic. The safest internet browsers help to filter out
questionable websites, and even warn you of sites that might pose a
threat to your digital safety.
If you’re curious about whether or not a site is safe or not, a good
internet browser will do the work for you. Of course, some
questionable sites go above and beyond to protect themselves from
signs of questionability, so practice your own discretion as well. That
being said, it doesn’t hurt to keep up with some future safety concerns
that many are predicting to be popular topics of conversation in the
future.

5 Things to Know About The Future of Internet
Safety
The key to staying on top of internet safety is following current events
and trends discussed by the experts. Many digital reporters and tech
companies look out for future risks and trends that could change the
way the internet is used. As we wrap up our conversation on internet
safety, here are five things to know about the future of online activity:

More and More Things Will Go Digital
It’s not just a matter of convenience; moving things online saves
resources, is more environmentally friendly, and simpler. Plus, it’s
often beneficial to businesses and organizations to go digital to save
money. For that reason, expect things like paperless billing and online
financial tools to become more common than traditional methods.
That leads to our next point of concern for the future

More and More People Will Go Online
Sure, millions of people use the internet now, but as time passes, that
number will increase. Older generations not familiar with the internet
will be phased out for generations of 3 year olds who can work a
Chromebook. It’s going to lead to another area of interest we’ll want
to watch in the future.

Cybercrime Will Increase
As more people move online, that also means hackers are going to
learn more and get better at bypassing security measures. It’s scary,
but there are plenty of signs that point to hacking becoming a more
common crime than physical theft or burglary. The crime associated
with the internet will rise, but so will security measures. Things like
VPNs and other advanced privacy software already show that people
are willing to protect themselves further. We just hope hackers don’t
continue to get smarter, but they likely will, which is why our next
point is likely too.

Legislation Regarding the Internet Will Increase
We already see a lot of things happening with Google and Facebook in
Congress, and that’s not going away. The internet is still widely
unregulated, but as crime increases and more things move to the
digital world, that will change. Hopefully, we see the last prediction in
this list come true because of it.

The Internet Will Improve and Get Safer
Sure, it’s easy to get scared about hackers and the future of
cybercrime. Because the internet is so vital to our society, however,
it’s likely to be one of the few things that unites us together. Nobody
wants to fear for their safety when they go online, so it’s likely that
policymakers will push for safer experiences for users.

Conclusion
The internet is a constantly changing force in our lives. From a young
age, children growing up in today’s society are learning about life and
the way the world works with this new, expansive tool. Make no
mistake; the internet is a force for good. As a resource, it’s one of the
most important innovations in the history of mankind. There are
privacy concerns and safety issues that still need our utmost attention,
but overall, the future of the internet is as bright as we make it. With
an emphasis on safety and individual commitments to safe online
practices, we can continue to let the internet be a force for good in our
lives. For further reference, be sure to bookmark this guide to internet
safety, and see the additional resources below for more information.

Additional Resources
Intro
How the Internet Reaches Young People Earlier In Life
Bad Practices that Hinder Your Security Online

Internet Privacy and Safety Basics
How to Choose a Safe Password
Creating a Secure Password You Will Remember
Public Wi-Fi Security Basics
Secure and Non-Secure Websites

Internet Safety for Adults
How to Recognize and Avoid Phishing Scams
Cyber Security for the Workplace
How to Keep Information Safe While Online Banking
What is Media Literacy?

Internet Safety for Parents
Protecting Your Child’s Privacy Online
9 Internet Rules for your Kids
Common Sense Internet Rules for Children
How Parents Can Monitor Kids Online (Without Being Intrusive)

Internet Safety for Kids
Cyberbullying: What You Need to Know
The Dangers of Meeting People Online
How Much Time is Too Much Time on the Internet?

Advanced Online Safety
What is a VPN and Why is it Used?
Safest Internet Browsers
The Future of the Internet
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Guide to Keeping Children Safe Online (Updated
for 2020)
The internet has become so ingrained in our lives that it’s easy to take it for granted in the year
2018. We get online to check the weather forecast, for a traffic update, to find directions to a new
location, to check our bank balance, to wish friends and loved one all over the globe a happy
birthday… there is no denying that the internet has changed the world.
We would be remiss, however, to ignore the dark side of the web. Online communication has
given everybody a voice and the freedom to share exactly what is on their mind from the
sanctuary of a screen, which is a simultaneous blessing and curse. We are raising a generation of
children that have not known a world without the web and all that entails, and young people use
the internet for a number of reasons that are foreign to their parents. This article will also help
keep children safe while they negotiate the many twists and turns of a life lived online.

Online Awareness
Arguably the three most important things that any child should learn about the internet are as
follows:
People are not always who they say they are. Unless you are certain you know who you are
interacting with, do not accept a friend request or similar. Suggest to your child that, if
somebody claiming to be a school friend wishes to interact with them, they should first
confirm who teaches them Math, what book they last discussed in English, what color the
chairs in the study hall are, or any other question that nobody else would know the answer
to.
Everything posted on the internet is permanent, and nothing is private – this includes words
and photographs. Teach your child that they should never share anything on the internet
that they would not want to be shown to anybody other than the recipient because they
cannot guarantee that this will be the case, or anything they would not like to be held
accountable for one, two or even ten years into the future.
Never reveal any personal information on the internet, such as addresses, telephone
numbers or passwords. This ties in with our first reminder – not everybody is who they say
they are, and they could use this private information for unsavory reasons.
For further summaries of general online safety, investigate child-friendly sites such as Safety Net
Kids, Kidsmart and Get Safe Online.

Internet Browsing Safety
The internet is like a labyrinth, with all kinds of information waiting around every corner.
Obviously not all of this data is going to be child-friendly, but you can take particular steps to
prevent inappropriate material being located by making the correct choice of browser. This link
summarizes the many options available to you, and how you can apply filters that prevent young
people from stumbling across anything not intended for their eyes.

Social Media Safety
It appears that a new social media platform crops up daily, many of which dissolve as quickly as
they announce their arrival. To this end, we’d like to concentrate on keeping your kids safe while
they use the Big Four – Facebook, Twitter, Instagram and Snapchat.
The first rule we would strongly recommend is that you insist that your child shares their
password with you so that you can monitor their interactions. Once you have this information,
look into each website in turn.
Twitter is arguably the most difficult platform of all to police as a parent as there are no
restrictions upon who can contact your child. In theory a user must be 13 years old to open an
account but there are no checks in place when this process is completed. What’s more, Twitter is
rife with parody accounts and imitators, many of which post offensive content (both language
and images). This leaves young people at risk – they could follow an account that they believe
belongs to their favorite celebrity, but is instead the cyber-playground of a sinister individual
looking for attention from the vulnerable.
Thankfully you can prevent your child from coming into contact with this material, but some
respects you’ll have to know your enemy. Any Twitter account can see particular words, phrases
and hashtags muted, meaning that they will never appear in your child’s timeline – an action you
can take as prevention rather than cure. Requests to follow your child can be set to require
approval or declination – though, again, you’ll need to be vigilantly following the account to be on
top of this. It is advisable that you learn how to block users, too. This will prevent your child from
accessing their profile, and will stop users from contacting your youngster. Finally, scan through
the profiles that your child follows – if any claim to belong to somebody in the public eye such as
an actor, pop star or sportsperson but lack the blue tick that denotes verification, consider
blocking them from your child’s profile – this suggests that it may well be an imposter.
Twitter can appear like the Wild West at times, but if you follow these steps you should be able to
go some way to keeping your child safe. The best action you can take is to open up an account
and set up a Twilert. These functions are most often used by businesses to learn when somebody
is tweeting to or about their brand, but as a parent you can receive notifications every time
somebody is interacting with your child – without following their account directly, which they may
consider an invasion of their privacy.
Facebook, as the most well-established social media presence on the web, is a little easier to
monitor. You no doubt have a Facebook account yourself, which means that you know that
individuals must exchange friend requests in order to interact. Most Facebook interactions also
take place on a public wall, meaning that they are easy to monitor – but do be vigilant about the
private Messenger service, especially if your child uses a smartphone; this is worth keeping an
eye on. Overall, however, Facebook does apply strict community standards that largely prevent
inappropriate material from appearing in your child’s newsfeed.
Instagram is a comparatively young social media platform, and is relatively harmless. The site
revolves around the regular exchange of photographs, allowing follows of an account comment
below, and it’s no secret that young people love selfies! Keep an eye on your child’s account, and
ensure that they not posting any photographs that they may regret (including snaps that include
personal information, or even make it clear where they live), but the community at Instagram is
largely friendly.
Finally we come to the newest kid on the Social Media block, Snapchat. Hugely popular with
teenagers and young people, Snapchat delivers messages and images that are deleted almost
immediately after they have been read. Anybody can send a message to your child if they know
their username, and the site controversially recently activated a GPS location feature, ensuring
that anybody can see where you young person is unless they deactivate this setting.
The transient nature of Snapchat makes it almost impossible to monitor with any regularity, and
the app has developed something of a reputation for inappropriate use. Have a full and frank
discussion with your child if they are using Snapchat and ensure that they are fully aware of the
risks – and if you decide that you would prefer you child not to use the site, you can request the
deletion of their account as a parent or guardian.

Smartphone and Tablet Safety
Gone are the days where young people using the internet would use a family computer in a
communal area – in the age of smartphones and tablets, it has never been easier to get online
using any device in our pocket.
Thankfully, every phone or tablet comes with a parental control feature. They will be located in
different places on each device, but you’ll just need to rummage through the settings of your
gadget – once you have done so, you should be able to filter out access to inappropriate apps and
features. You may also wish to investigate some kind of monitoring software.
It may also be worth establishing some ground rules with your children about how and when
they use their smartphone to access the internet. It’s probably advisable to have a rule that
forbids the use of electronics at bedtime (or even in the bedroom), keeping all phones and tablets
on a tall shelf after dark.

Do You Speak Internet?
The use of slang terms online changes almost as often as the British weather, and if you’re going
to monitor you child’s interactions on the internet you’ll need to know what the countless
acronyms actually mean. This link provides a list of the fifty most popular internet acronyms used
today, but is not entirely definitive. Some of the more concerning communications that any
parent should be fully aware of include:
GNOC – Get Naked on Camera
PIR – Parent in Room
99 – Parent Gone
MIRL – Let’s Meet in Real Life
TDTM – Talk Dirty to Me
KPC – Keeping Parents Clueless
WTTP – Want to Trade Pictures?
NSFW – Not Safe for Work (which doubles up as a general warning for any content that
would be inappropriate for a child)

Trolling and Cyber-Bullying
Trolling is sadly a part of everyday life on the internet. Sometimes it takes harmless forms, such
as people deliberately annoying enthusiasts of cult television shows or movies (honestly, ask a

Star Wars fan is Darth Vader is Captain Kirk’s father and watch their head explode), but children
are at risk of considerably more sinister cyber-bullying.
Unlike conventional playground bullying, which can still be utterly horrifying for a child but can at
least be left behind at the school gates, cyber-bullying can continue on all forms of social media
and beyond. It’s easy to say, “just log off”, but why should you child be forced to stop interacting
with friends and loved ones because of the behavior of bullies and trolls?
Stomp Out Bullying is an online authority of all things related to harassment, be that online of off.
If your child is displaying signs of being bullied online, such as withdrawing from interaction or
growing depressed and anxious, it should be taken just as seriously as ‘real world’ bullying. Make
sure you are aware of who the perpetrators are, and take the appropriate action – whether that is
discussing the matter with their parents, or reporting their actions to website administrators – or
even the police. Certain types of trolling are now illegal in a number of countries, and while the
First Amendment makes that difficult in the USA, some steps are being undertaken.

Things to Watch Out For
There are certain behaviors that you can be aware of regarding your child’s use of the internet.
Taken in isolation they are not necessarily warning signs, but if they are accompanied by other
shifts in attitude then be vigilant.
One thing to consider is whether your child is going out of their way to get online at a particular
time each day, and being secretive about why this is. It’s one thing if they play Call of Duty every
Tuesday night with friends, but if they seem particularly keen to get on the web for private time
and grow upset or frustrated when unable to do so, they could be communicating with a
dangerous individual.
Terrifying fads also appear online from time to time, the most recent of which being the Blue
Whale craze – a ‘game’ that encouraged teens and young people to commit suicide as the apex of
a list of increasingly outlandish challenges.
The internet can be a wonderful place. Just imagine if one of your ancestors was to appear before
you now and asked what the magic box in your hand does – you will surprise yourself at just how
much good can be achieved. However, like anything it can be exploited, and young people are
always at the highest risk of such exposure. Be vigilant about how your children are interacting
online – and who with – and your entire family can enjoy a beneficial relationship with the world
wide web.

Useful Links
eSafety Guide for Parents and Carers
NSPCC Online Safety Guide
UK Government Online Safety Guide
Safety Net Kids
Get Safe Online
Kidsmart
Free Parental Control Software
Internet Acronyms
Internet Matters
Stomp Out Bullying
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